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ABSTRACT

Retrieval-Augmented Generation (RAG) has emerged as an important architecture for enhancing large
language models with external enterprise knowledge, enabling more accurate, contextual, and domain-specific
responses. However, integrating retrieval mechanisms with generative models introduces a distinct security
attack surface involving untrusted data sources, vector databases, retrieval pipelines, prompts, and access-
control mechanisms. This study examines the security risks affecting enterprise RAG systems, with particular
attention to data poisoning, prompt injection, unauthorized knowledge retrieval, information leakage, and
inadequate access control. It develops a threat-oriented security framework that maps adversarial activities
across the RAG lifecycle, from data ingestion and embedding generation to retrieval, prompt construction, and
response generation. The proposed approach combines secure data provenance, poisoning detection, prompt
isolation, retrieval-level authorization, role-based and attribute-based access controls, Zero Trust principles,
continuous monitoring, and auditability. The study further emphasizes defense-in-depth as a necessary
strategy for protecting sensitive enterprise knowledge while preserving the operational benefits of RAG. By
integrating established cybersecurity principles with emerging large language model threats, the research
provides a structured foundation for securing enterprise RAG deployments. The study concludes that effective
RAG security requires coordinated controls across data, retrieval, generation, identity, and governance layers.
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1. INTRODUCTION

Retrieval-Augmented Generation (RAG) has emerged as an important architecture for
improving the reliability and contextual relevance of large language models by combining generative
capabilities with information retrieved from external knowledge sources. Rather than depending
exclusively on knowledge encoded during model training, RAG systems retrieve relevant documents
or passages from external repositories and incorporate them into the model context before generating
a response. Lewis et al. (2020) demonstrated that combining parametric language models with non-
parametric retrieval mechanisms can substantially improve performance on knowledge-intensive
natural language processing tasks. Dense retrieval approaches have further improved the ability of
systems to identify semantically relevant information from large document collections (Karpukhin et
al.,, 2020). These capabilities make RAG particularly attractive to enterprises seeking to connect
generative Al systems with internal policies, technical documentation, customer records, financial
information, operational knowledge, and other proprietary data without continually retraining
foundation models.

Despite these advantages, enterprise RAG introduces a broader and more complex security
attack surface than conventional language-model applications. A typical RAG pipeline contains several
interconnected components, including data ingestion mechanisms, document stores, embedding
models, vector databases, retrieval engines, prompt construction processes, generative models, and
user-facing applications. Compromise at any of these stages can influence the information retrieved or
the responses generated. Attackers may inject malicious documents into trusted knowledge
repositories, manipulate retrieval results, embed adversarial instructions within external content,
obtain sensitive information through unauthorized queries, or exploit weaknesses in authentication
and authorization controls. Indirect prompt injection is especially concerning because malicious
instructions contained within retrieved documents may influence the behavior of an LLM without
being explicitly supplied by the legitimate user (Greshake et al., 2023). More broadly, language models
have demonstrated vulnerabilities to prompt manipulation, data leakage, backdoors, and adversarial
inputs (Perez et al., 2022; Zhao et al., 2023).

The central research problem addressed in this study is that enterprise adoption of RAG is
progressing faster than the development of integrated security approaches capable of protecting the
complete retrieval-generation lifecycle. Existing cybersecurity mechanisms often secure databases,
applications, identities, and networks separately, while emerging LLM security research frequently
focuses on individual attacks such as prompt injection or model poisoning. This fragmentation leaves
enterprises without a unified method for understanding how threats propagate across data ingestion,
retrieval, prompt construction, generation, and access-control layers.

A significant research gap therefore exists in integrating traditional enterprise security
principles with emerging RAG-specific threats. Studies on data poisoning provide useful defenses
against corrupted training or reference data (Steinhardt et al., 2017; Zeng et al., 2023), while research
on privacy attacks demonstrates that language models can expose sensitive information under certain
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conditions (Carlini et al., 2021; Lukas et al., 2023). Similarly, established role-based and attribute-based
access-control models provide mechanisms for restricting resource access (Sandhu et al., 1996; Servos
& Osborn, 2017). However, these research streams have rarely been combined into a comprehensive
security model specifically designed for enterprise RAG architectures.

Accordingly, this study aims to identify and classify major threats affecting enterprise RAG
systems, develop a structured threat model across the RAG pipeline, examine data poisoning and
prompt injection risks, evaluate access-control requirements, and propose a defense-in-depth security
framework. The research asks: What are the principal attack surfaces within enterprise RAG
architectures? How can data poisoning and prompt injection compromise retrieval and generation
processes? How should access control be enforced across enterprise knowledge repositories and
retrieval operations? What combination of preventive, detective, and governance controls can provide
effective protection?

The study contributes by integrating RAG security, Al threat modeling, access control, Zero
Trust principles, data integrity, and continuous monitoring within a unified framework. Consistent
with the NIST AI Risk Management Framework, effective enterprise Al security requires risk
identification, governance, measurement, and continuous management rather than isolated technical
safeguards (NIST, 2023). The proposed approach therefore provides both a theoretical foundation and
a practical security architecture for organizations seeking to deploy RAG while protecting
confidentiality, integrity, availability, accountability, and trust.

2. LITERATURE REVIEW AND SECURITY FOUNDATIONS

2.1. Architecture and Operation of RAG Systems

Retrieval-Augmented Generation (RAG) combines information retrieval with generative
language modeling to improve the factual grounding and domain relevance of generated responses.
Instead of relying entirely on knowledge stored in model parameters, a RAG system retrieves relevant
external information and supplies it to the language model as contextual evidence before response
generation. Lewis et al. (2020) established this architecture by combining a parametric sequence-to-
sequence model with a non-parametric retrieval component, demonstrating improved performance on
knowledge-intensive natural language processing tasks. Dense Passage Retrieval further strengthened
this approach by using learned vector representations to retrieve semantically relevant passages from
large collections (Karpukhin et al., 2020).

In an enterprise setting, the typical RAG pipeline begins with document ingestion, followed by
preprocessing, text segmentation, embedding generation, and storage within a vector database. When
a user submits a query, the system generates a corresponding query embedding, identifies similar
document chunks, constructs an augmented prompt containing the retrieved information, and sends
the prompt to a large language model for response generation. Retrieval-augmented language model
pre-training has shown that access to external knowledge can enhance language-model performance
without requiring all factual information to remain embedded within model parameters (Guu et al.,
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2020). Izacard and Grave (2021) similarly demonstrate the effectiveness of combining passage retrieval
with generative models for knowledge-intensive question answering.

However, each additional RAG component creates another potential security boundary.
Enterprise RAG must therefore protect not only the language model, but also the ingestion pipeline,
embedding processes, vector database, retrieval mechanisms, prompts, identities, and generated
outputs.

2.2. Enterprise Al Security and Trust Requirements

Enterprise RAG applications frequently access confidential resources such as internal policies,
intellectual property, employee information, customer records, financial documents, and technical
knowledge. Security must therefore preserve confidentiality, integrity, availability, authenticity, and
accountability across the complete retrieval-generation lifecycle.

The NIST Artificial Intelligence Risk Management Framework emphasizes that trustworthy Al
requires continuous governance, risk identification, measurement, and management throughout the
Al lifecycle (National Institute of Standards and Technology [NIST], 2023). For RAG systems, trust
additionally depends on whether retrieved evidence originates from authorized and verifiable sources.
A technically accurate language model cannot be considered trustworthy if attackers can alter the
external knowledge on which its responses depend.

Privacy is another important concern. Research demonstrates that language models can
unintentionally expose memorized or personally identifiable information under certain attack
conditions (Carlini et al., 2021; Lukas et al., 2023). Connecting language models to enterprise
repositories increases the importance of controlling what information can be retrieved and which users
are permitted to access it.

2.3. Threat Modeling for LLM and RAG Pipelines

Threat modeling provides a systematic method for identifying valuable assets, trust
boundaries, adversaries, attack paths, and potential consequences. For enterprise RAG, critical assets
include source documents, embeddings, vector indexes, credentials, prompts, retrieved context,
generated outputs, and model interfaces. Threats may originate from external attackers, malicious
insiders, compromised data sources, unauthorized users, or manipulated third-party content.
Weidinger et al. (2022) demonstrate that language-model risks are multidimensional and include
information hazards, discrimination, malicious use, misinformation, and security concerns. RAG
expands these risks because the model is dynamically influenced by external information at inference
time.

A useful RAG threat model must therefore evaluate attacks across several layers: data ingestion,
storage, retrieval, prompt construction, generation, and user access. This layered approach makes it
possible to understand how a compromise at one stage can propagate through subsequent stages.
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2.4. Data Poisoning and Knowledge-Base Manipulation

Data poisoning represents a major integrity threat to RAG systems. Unlike conventional model
poisoning, an attacker may not need to modify model parameters directly. If malicious content is
inserted into a searchable enterprise knowledge base, the retrieval mechanism may later select it as
trusted context.

Research has established that machine-learning systems can be influenced through strategically
poisoned datasets (Steinhardt et al., 2017; Suciu et al., 2018). More recent work demonstrates that
language models remain vulnerable to poisoning during instruction tuning and other forms of
malicious data manipulation (Wan et al., 2023). Zeng et al. (2023) proposed Meta-Sift as a method for
identifying clean subsets within poisoned datasets, illustrating the need for mechanisms capable of
distinguishing legitimate from adversarial information.

In RAG environments, knowledge-base poisoning may involve inserting fabricated documents,
modifying legitimate files, manipulating metadata, or creating adversarial passages optimized for
retrieval. Attackers could therefore influence model responses without directly compromising the
underlying LLM.

2.5. Prompt Injection and Indirect Prompt Injection

Prompt injection exploits the difficulty language models have in consistently distinguishing
trusted system instructions from untrusted natural-language content. An attacker may provide
instructions designed to override system behavior, reveal confidential information, or manipulate the
generated response.

Schulhoff et al. (2023) demonstrated widespread vulnerabilities to prompt hacking techniques
across language models. More critically for RAG systems, Greshake et al. (2023) showed that indirect
prompt injection can compromise LLM-integrated applications through malicious instructions
embedded in external resources. In a RAG pipeline, a poisoned document could contain hidden or
explicit instructions such as asking the model to ignore previous policies, disclose confidential context,
or perform unintended actions.

This creates a fundamental security challenge because retrieved documents serve
simultaneously as information and model input. Consequently, RAG systems require separation
between instructions and retrieved content, input sanitization, content provenance, contextual
filtering, and output validation.

2.6. Access Control, Authentication, and Data Confidentiality

Access control is essential because successful authentication alone should not grant unrestricted
access to all enterprise knowledge. Role-Based Access Control assigns permissions according to
organizational roles and remains widely applicable to structured enterprise environments (Sandhu et
al., 1996). Attribute-Based Access Control provides finer-grained authorization based on factors such
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as user identity, department, resource classification, context, and environmental conditions (Servos &
Osborn, 2017).

For RAG systems, authorization should be enforced during retrieval rather than only at the
application interface. A user should retrieve only document chunks that the user is authorized to
access. Zero Trust Architecture strengthens this principle by rejecting implicit trust and requiring
continuous verification of subjects, resources, and access requests (Rose et al., 2020). NIST's cloud-
native Zero Trust guidance further supports fine-grained policy enforcement across distributed
environments (Chandramouli & Butcher, 2023).

2.7. Limitations of Existing RAG Security Approaches

Existing research provides strong individual solutions for poisoning, prompt attacks, privacy,
access control, and Al risk management, but these areas remain largely fragmented. Traditional access-
control research does not directly address adversarial natural-language instructions, while prompt-
injection research often focuses on model behavior without fully considering enterprise identity and
data-governance requirements. Similarly, poisoning defenses developed for model training do not
completely address dynamically changing RAG knowledge repositories.

The principal limitation is therefore the absence of an integrated defense model spanning
ingestion, retrieval, prompt construction, model generation, authorization, monitoring, and
governance. Secure enterprise RAG requires defense-in-depth rather than isolated controls. This
limitation motivates the development of a comprehensive threat model and security architecture in the

following section.

Data Poisoning Attack Path in an Enterprise RAG System
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Fig 1 - Data Poisoning and Knowledge-Base Manipulation Pathway in an Enterprise RAG Architecture
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Data poisoning and knowledge-base manipulation pathway in an enterprise RAG system,
illustrating how malicious content can enter the retrieval pipeline and influence generated responses.
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Fig 2 - Conceptual Distribution of Legitimate and Poisoned Documents Based On Retrieval Similarity and
Anomaly Detection Thresholds

Conceptual distribution of legitimate and poisoned documents in vector space, showing how
anomaly detection thresholds can support identification of suspicious retrieved content.

3. THREAT MODEL AND RAG ATTACK SURFACE

An enterprise Retrieval-Augmented Generation system consists of several interconnected
components that collectively expand the security boundary beyond the underlying large language
model. Core assets include enterprise documents, source repositories, embedding models, vector
databases, retrieval indexes, authentication credentials, access-control policies, user prompts, retrieved
context, model outputs, system instructions, and audit records. These assets vary in sensitivity and
therefore require different levels of protection. In particular, enterprise knowledge repositories may
contain intellectual property, financial information, customer records, internal policies, employee data,
and other confidential information. Because RAG systems dynamically retrieve such information at
inference time, the integrity and confidentiality of the retrieval layer become as important as the
security of the generative model itself (Lewis et al., 2020; NIST, 2023).

The threat model considers several adversary profiles. External attackers may attempt to
manipulate public or externally connected information sources, exploit exposed APIs, or construct
malicious queries. Insiders may possess legitimate credentials but intentionally misuse authorized
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access to retrieve sensitive information. Compromised third-party content providers represent another
threat because malicious content may enter the RAG pipeline without directly breaching enterprise
infrastructure. Adversarial goals can include disclosure of confidential data, manipulation of generated
responses, disruption of retrieval accuracy, unauthorized access, persistence through poisoned
knowledge, and circumvention of organizational security controls. Threat modeling must therefore
consider both direct system compromise and indirect manipulation of the information consumed by
the model.

The retrieval and vector database layers create distinctive attack surfaces. Vector databases
store numerical representations of enterprise information that enable semantic retrieval. Although
embeddings are different from original documents, unauthorized access to the retrieval infrastructure
can still expose sensitive relationships, metadata, or underlying content. Attackers may also
manipulate document embeddings, similarity rankings, metadata, or retrieval filters to increase the
likelihood that malicious information is returned. Because dense retrieval systems rank documents
according to semantic similarity, deliberately constructed content may be positioned to dominate
retrieval for targeted queries (Karpukhin et al., 2020).

Data poisoning represents a particularly significant integrity threat. An attacker who can insert,
alter, or influence documents in an enterprise knowledge base may indirectly manipulate subsequent
model responses. Poisoning may involve fabricated documents, subtle changes to legitimate content,
malicious metadata, backdoor triggers, or adversarial passages designed to obtain high retrieval
relevance. Research has demonstrated that machine-learning and language-model systems remain
vulnerable to poisoning and backdoor attacks (Steinhardt et al., 2017; Wan et al., 2023; Zhao et al., 2023).
In a RAG context, this risk is amplified because knowledge repositories may be continuously updated,
allowing malicious content to affect responses without retraining the underlying model.

Prompt injection further extends the attack surface. Direct prompt injection occurs when users
deliberately construct instructions intended to override system policies. Indirect prompt injection
occurs when malicious instructions are embedded within documents later retrieved as context.
Greshake et al. (2023) demonstrated that such external content can influence LLM-integrated
applications, creating risks including instruction hijacking, sensitive-data disclosure, and unintended
actions. Retrieval manipulation and prompt injection may also operate together, where attackers first
increase the retrieval probability of a malicious document and then use embedded instructions to
influence generation.

Unauthorized knowledge access and information leakage represent confidentiality threats.
Authentication determines who a user is, but authorization must additionally determine which
documents, chunks, or knowledge domains that user may retrieve. RBAC and ABAC provide
established mechanisms for assigning access according to roles and contextual attributes (Sandhu et
al., 1996; Servos & Osborn, 2017). Zero Trust principles further require continuous verification and
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least-privilege access rather than implicit trust based solely on network position or initial
authentication (Rose et al., 2020).

Table 1: Threat Classification and Risk Assessment for Enterprise RAG Systems

Threat Primary Target Attack Method  Potential Impact Risk Key Controls
Level
Knowledge- Enterprise data Malicious Manipulated High Provenance
base poisoning repository document retrieval and validation,
insertion or inaccurate integrity checking
modification responses
Retrieval Vector Embedding or ~ Malicious content ~ High Retrieval
manipulation  database/retriever ranking prioritized monitoring,
manipulation anomaly
detection
Direct prompt Prompt interface ~ Adversarial user Policy bypassand  High Prompt filtering,
injection instructions unintended instruction
output separation
Indirect Retrieved Hidden LLM behavior Critical Content isolation,
prompt documents malicious manipulation sanitization,
injection instructions validation
Unauthorized Knowledge Privilege abuse Confidential Critical RBAC, ABAC,
retrieval repository or weak information least privilege
authorization exposure
Information LLM Extraction or Disclosure of Critical ~ Output filtering,
leakage output/context inference attacks sensitive access controls,
enterprise data monitoring
Credential Authentication Stolen or abused Unauthorized High MFA, continuous
misuse layer credentials system and data authentication,
access Zero Trust

The proposed risk assessment framework classifies threats according to likelihood,
exploitability, affected asset, and potential organizational impact. Risks involving sensitive-data
disclosure or persistent manipulation of retrieval results should receive the highest priority because
they can compromise both confidentiality and decision integrity. This threat-oriented analysis provides
the foundation for developing a defense-in-depth enterprise RAG security framework that integrates
preventive, detective, and corrective controls across the complete retrieval-generation lifecycle.

4. SECURE ENTERPRISE RAG FRAMEWORK AND MITIGATION STRATEGIES
The proposed Secure Enterprise Retrieval-Augmented Generation framework adopts a
defense-in-depth approach in which security controls are distributed across the complete RAG lifecycle
rather than concentrated at the language-model interface. This approach recognizes that enterprise
RAG security depends on the combined protection of source data, ingestion pipelines, embeddings,
vector databases, retrieval mechanisms, prompts, access policies, model outputs, and operational
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monitoring. Consistent with the NIST Artificial Intelligence Risk Management Framework, effective
protection requires governance, continuous risk assessment, measurement, and security controls that
operate throughout the AI system lifecycle (NIST, 2023). The framework therefore combines
preventive, detective, and corrective mechanisms to reduce the likelihood that compromise at a single
layer propagates throughout the RAG pipeline.

Security begins at data ingestion. Documents entering enterprise knowledge repositories
should undergo source authentication, integrity verification, content inspection, metadata validation,
and provenance recording before embedding generation. Trusted-source allowlists, document
hashing, digital signatures, version histories, and provenance metadata can help establish whether
retrieved information originated from an approved source. Such controls are particularly important
because poisoned content can influence downstream model behavior without modifying the
underlying model itself. Research on data poisoning demonstrates that carefully manipulated data can
significantly affect machine-learning behavior, reinforcing the importance of validating information
before it becomes available to retrieval systems (Steinhardt et al., 2017; Wan et al., 2023).

Poisoning detection should continue after ingestion through retrieval-integrity controls.
Organizations can monitor unusual embedding distributions, abnormal similarity scores, sudden
changes in document retrieval frequency, duplicate adversarial passages, and unexpected metadata
modifications. Suspicious documents should be quarantined for human or automated review before
they are supplied to the language model. Techniques for identifying cleaner subsets within potentially
poisoned datasets provide useful foundations for this type of integrity monitoring (Zeng et al., 2023).
Retrieval logs should additionally record which documents influenced individual responses, enabling
investigators to trace problematic outputs to their underlying evidence.

Prompt injection requires controls at both user-input and retrieved-context layers. Direct
prompts should be inspected for attempts to override system instructions, request unauthorized
information, or manipulate application behavior. More importantly, retrieved documents should be
treated as untrusted data rather than authoritative instructions. Greshake et al. (2023) demonstrate that
indirect prompt injection can exploit external content consumed by LLM-integrated applications. The
framework therefore recommends separating system instructions, user commands, and retrieved
evidence; sanitizing suspicious content; restricting model tool permissions; and validating generated
outputs before sensitive actions are executed.

Access control represents another critical layer. Role-Based Access Control can restrict
information according to organizational responsibilities, while Attribute-Based Access Control
provides more granular decisions based on user attributes, document sensitivity, department, purpose,
location, or other contextual factors (Sandhu et al., 1996; Servos & Osborn, 2017). Authorization should
be applied directly during retrieval so that unauthorized document chunks never enter the model
context. This approach supports least privilege and aligns with Zero Trust principles that require
continuous verification rather than implicit trust (Rose et al., 2020; Chandramouli & Butcher, 2023).
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Continuous monitoring, logging, and auditability complete the framework. Logs should
capture authentication events, retrieval queries, document identifiers, policy decisions, detected
prompt attacks, model responses, administrative modifications, and security overrides. An incident-
response process should support rapid containment of poisoned documents, credential revocation,
vector-index rebuilding, forensic analysis, and recovery. Framework effectiveness can be evaluated
through metrics such as poisoning detection accuracy, prompt-injection detection rate, false-positive
rate, unauthorized retrieval prevention rate, sensitive-data leakage rate, retrieval integrity, and
incident-detection time. Validation should combine controlled adversarial testing, red-team exercises,
and simulated enterprise attack scenarios (Perez et al., 2022). Overall, the framework establishes that
secure enterprise RAG requires coordinated protection across data, retrieval, identity, prompt, model,
and governance layers rather than dependence on any single defensive mechanism.

Security Control Effectiveness Across Enterprise RAG Layers

Attack Detection Accuracy (%) Attack Prevention Accuracy (%)

1. Data Ingestion 84%
2. Provenance Verification 91%
3. Vector Database

4. Retrieval Integrity 88%
5. Prompt Filtering 85%

6. Access Control 93%
7. Retrieval Authorization

90%

8. Output Filtering

9. Monitoring and Logging 87%

F T T T T

0 20 40 60 80 100 0 20 40 60 80 100

Accuracy (%) Accuracy (%)

lllustrative framework-performance values (not experimental results).

Fig 3 - Illustrative Comparison of Attack Detection and Prevention Effectiveness across the Security Layers
of the Proposed Enterprise RAG Framework

5. DISCUSSION

The findings of this study demonstrate that securing Retrieval-Augmented Generation systems
requires a broader security perspective than protecting the underlying large language model alone.
RAG architectures introduce interconnected attack surfaces across data ingestion, embedding
generation, vector storage, retrieval, prompt construction, model inference, and access control.
Consequently, weaknesses within any single component can propagate through the pipeline and
undermine the confidentiality, integrity, and reliability of enterprise Al outputs. This observation
extends earlier work on RAG architectures by emphasizing that external knowledge integration creates
both operational value and additional security dependencies (Lewis et al., 2020).
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Data poisoning and malicious document injection represent particularly significant threats
because attackers may influence generated responses without modifying model parameters. Existing
poisoning research demonstrates that carefully manipulated information can alter machine-learning
behavior (Steinhardt et al., 2017; Wan et al., 2023). Within RAG environments, provenance verification,
integrity monitoring, anomaly detection, and controlled ingestion therefore become essential
safeguards. Prompt injection presents an equally important challenge. Indirect prompt injection is
particularly dangerous because malicious instructions embedded in retrieved content can be
interpreted by the model as legitimate commands (Greshake et al., 2023).

The proposed defense-in-depth framework addresses these risks by integrating technical and
organizational controls. RBAC, ABAC, retrieval-level authorization, and Zero Trust principles help
ensure that users retrieve only information they are authorized to access (Sandhu et al., 1996; Servos &
Osborn, 2017; Rose et al., 2020). Continuous monitoring and auditability further support detection and
investigation of abnormal activities.

The study therefore suggests that enterprise RAG security should be treated as a continuous
risk-management process rather than a one-time configuration activity. Consistent with NIST (2023),
organizations should continuously identify, measure, monitor, and manage Al-related risks while
adapting controls as threat techniques evolve.

6. CONCLUSION

Retrieval-Augmented Generation provides enterprises with an effective means of combining
large language models with current, domain-specific, and proprietary knowledge. However, its
reliance on external data and retrieval infrastructure creates security risks that conventional language-
model protections alone cannot adequately address. This study identified major threats affecting
enterprise RAG systems, including knowledge-base poisoning, malicious document injection, retrieval
manipulation, direct and indirect prompt injection, unauthorized knowledge access, and sensitive-
information leakage.

The proposed defense-in-depth framework integrates secure data ingestion, provenance
verification, poisoning detection, retrieval integrity controls, prompt isolation, RBAC, ABAC, Zero
Trust, least-privilege authorization, continuous monitoring, logging, and incident response.
Collectively, these controls establish security boundaries across the entire retrieval-generation lifecycle.

The central conclusion is that secure RAG deployment requires coordinated protection of data,
retrieval, identity, prompts, model interactions, and governance mechanisms. No individual security
control is sufficient against the diverse threats affecting enterprise RAG architectures. Organizations
should therefore adopt continuous threat modeling, layered security controls, adversarial testing, and
auditable governance practices to preserve confidentiality, integrity, accountability, and trust while
realizing the operational benefits of Retrieval-Augmented Generation.
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