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ABSTRACT 

Anti-Money Laundering (AML) has emerged as a critical component of global financial security due to the 

increasing sophistication of financial crimes, digital banking platforms, cryptocurrency transactions, and cross-

border payment systems. Traditional rule-based AML systems often generate excessive false-positive alerts, 

require significant manual intervention, and struggle to identify evolving laundering patterns. Recent 

advancements in Artificial Intelligence (AI) have significantly transformed AML by enabling intelligent 

transaction monitoring, customer risk profiling, anomaly detection, and predictive analytics. AI technologies 

such as Machine Learning (ML), Deep Learning (DL), Natural Language Processing (NLP), and Graph 

Neural Networks (GNNs) improve the capability of financial institutions to detect suspicious activities with 

greater accuracy while reducing operational costs and investigation time. This paper presents a comprehensive 

review of AI-driven AML systems, highlighting modern detection techniques, system architecture, data 

processing workflows, and regulatory compliance mechanisms. The study discusses the integration of 

supervised and unsupervised learning models for identifying hidden financial relationships and adaptive 

criminal behaviors. Furthermore, the paper examines challenges including data imbalance, explainability, 

privacy preservation, adversarial attacks, and evolving regulatory requirements. The proposed AI-based AML 

framework aims to improve detection efficiency, minimize false alarms, strengthen financial transparency, and 

enhance decision-making for regulatory authorities. The findings demonstrate that AI-powered AML systems 

provide a scalable, intelligent, and proactive solution for combating financial crimes in modern banking 

ecosystems. 
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1. INTRODUCTION 

1.1. Background of Anti-Money Laundering Systems 

Money laundering involves the hiding of funds that have been acquired through crime 

(including fraud, corruption, drug trafficking, financing terrorism, tax evasion, cybercrime, etc.). It is 

generally in three successive phases: placement, layering, and integration. At the placement stage, 

illegally obtained funds are deposited into the financial system, either in cash or by buying financial 

instruments or other monetary transactions. During the layering phase, the criminals make several 

complex transactions such as transferring funds from one bank account to another, establish shell 

companies in different places or international jurisdictions, and so on, to obfuscate the real origin of 

the funds. Lastly, in the integration phase, the laundered money is reinvested in the “real” economy 

in the form of investments, companies, real estate or other legal means. Financial institutions have 

Anti-Money Laundering (AML) systems in place to detect such activities, conduct Know Your 

Customer (KYC) processes, assess customers' risk, and submit Suspicious Activity Reports (SARs) to 

relevant regulatory bodies. Traditional AML systems are based on preformed rules and threshold-

based monitoring, and are well suited to detecting known laundering patterns, but are less likely to 

respond to new or changing AML techniques. The advent of Artificial Intelligence (AI) and Machine 

Learning (ML) has revolutionized AML, allowing for the creation of intelligent models that process 

vast amounts of financial information, learn from past transaction trends, uncover previously 

unknown connections between customers and accounts, uncover new laundering methods, and also 

enhance the precision of AML detection continuously. These improvements have greatly improved 

the efficiency, scalability and reliability of modern AML systems, while minimizing false-positive 

alerts and bolstering regulatory compliance. 

 

1.2. Role of Artificial Intelligence in AML 

Artificial Intelligence (AI) is a crucial technology for Anti-Money Laundering (AML) in the 

financial sector because it allows banks and other financial institutions to better and faster identify 

suspicious transactions than traditional rule-based methods. AI tools employ sophisticated 

algorithms to sift through vast amounts of financial data, identify potential hidden patterns in 

transactions, and continually adapt to emerging money laundering strategies. AI systems, in contrast 

to traditional AML systems which are based on pre-defined rules and manual actions, are capable of 

learning from past information and continuously enhancing their effectiveness. The use of AI leads to 

improved fraud detection, fewer false alarms, better regulatory compliance and increased operational 

efficiency. The major roles of AI in AML are discussed below. 

 

1.2.1. Intelligent Transaction Monitoring 

AI can support real-time, round-the-clock surveillance of financial transactions via 

transactions metrics, including geographical location, payment channels, account activity, transaction 

amounts, and frequencies. The machine learning models detect unusual transaction patterns, even if 

they do not match pre-defined patterns, which could suggest money laundering. This intelligent 

monitoring enables financial institutions to identify suspicious transactions early on and take timely 

and appropriate action to tackle any financial crime. 
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Fig 2 - Role of Artificial Intelligence in AML 

 

1.2.2. Customer Risk Assessment and Profiling 

Artificial Intelligence is revolutionizing how customers are assessed for risk by automatically 

evaluating customer data such as demographics, financial history, account usage, Politically Exposed 

Person (PEP) databases, sanctions lists and Know Your Customer (KYC) checks. Based on the 

financial behavior and transaction history of customers, AI models categorize them into various risk 

levels, including low-risk, medium-risk, and high-risk. This dynamic risk profiling helps banks take 

the right steps of adherence to due diligence and can continuously reclassify customers' risk levels 

based on the new information. 

 

1.2.3. Anomaly Detection and Fraud Identification 

AI's most important role in AML is its capacity to identify anomalies that could indicate new, 

undetected forms of money laundering. AI can detect transactions that are anomalies in financial 

activity without the need for labeled training data through unsupervised learning methods like 

Isolation Forest, DBSCAN, Autoencoders, and clustering algorithms. This capability enables financial 

institutions to identify new laundering methods, uncover hidden patterns of fraud, and decrease 

reliance on rules that are manually programmed for detection. 

 

1.2.4. Explainable Decision Support and Regulatory Compliance 

In modern AML systems, Explainable Artificial Intelligence (XAI) is becoming more popular 

because it gives explanations for each suspicious transaction the AI systems detect. Explainable AI 

aids in better compliance officer comprehension of "high-risk" transactions, boosting trust in 

automated decisions and enabling regulatory audits. AI also streamlines the creation and analysis of 

Suspicious Activity Reports (SARs), provides audit information and helps to meet national and 

international AML regulations, reducing manual work and the risk of inaccurate reporting. 
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1.2.5. Continuous Learning and Adaptive Intelligence 

Unlike the traditional rule-based AML systems, AI constantly learns from the newly available 

transaction data and confirmed investigation results. The models are updated with machine learning 

to learn new patterns of money laundering, which means that it adapts to new criminal methods, 

without the need to make frequent manual changes to the rules. The continuous learning ability 

provides better detection accuracy over time, fewer false positive alerts, better operational efficiency 

and the ability for financial institutions to proactively prevent the ever-evolving and complex 

financial crimes in the digital financial environment. 

 

1.3. Anti-Money Laundering (AML) Systems Using Artificial Intelligence 

The new generation of AI-powered Anti-Money Laundering (AML) technology has brought 

about a paradigm shift in how financial institutions identify, prevent, and analyze money laundering 

transactions and activities, moving beyond inflexible "rules-based" systems to intelligent, adaptive, 

and data-driven solutions. Traditional AML solutions are mostly rule-based and transaction 

threshold-based to detect suspicious financial transactions. While they work well at detecting the 

known money laundering schemes, they can also generate a lot of false-positive alerts, causing a rise 

in operational expenses and time lost for investigations. AML systems that are based on AI address 

these challenges by leveraging advanced techniques in Machine Learning (ML), Deep Learning (DL), 

anomaly detection, graph analytics, and behavioral analysis to automatically gain insights from past 

financial transaction data and continually refine their detection capabilities. Such systems encompass 

a variety of data elements like transaction volumes, frequency, customer demographics, account 

history, payment methods, geographical locations, and Know Your Customer (KYC) checks, among 

others, to create detailed customer risk profiles. Supervised learning algorithms like Random Forest, 

Decision Trees, Support Vector Machines (SVM), Logistic Regression and Gradient Boosting are used 

to classify transactions as legitimate or suspicious, and unsupervised learning algorithms like 

Isolation Forest, K-Means Clustering, DBSCAN are used to discover clusters of suspicious 

transactions. Without labeled data, DBSCAN and Autoencoders are able to detect unusual 

transaction activity. Moreover, graph-based learning models are used to model customers, accounts, 

businesses, and financial transactions as interconnected graphs, allowing these models to uncover 

hidden relationships, shell companies, parallel fund transfers, and organized money laundering 

networks which would not be possible with traditional models. Behavioral analytics can 

continuously track customer transaction patterns to identify any unusual activity, including a spike 

in transactions, unusual speed of transactions, an unusual number of international transactions, or 

transactions that are clearly inconsistent with previous behavior. XAI is another critical part of 

modern AML systems that offers clear explanations of AI-generated alerts, enabling compliance 

officers to better grasp the rationale behind the categorization of suspicious transactions and aid in 

regulatory adherence. Furthermore, AI-driven AML (Anti-Money Laundering) systems enable real-

time transaction surveillance, automated risk assessment, intelligent alert generation, customer risk 

categorization, and automated compliance reporting, enhancing operational efficiency and 

minimizing false alerts and investigation time. The continuous innovation in online banking, fintech 

services, and cryptocurrencies makes financial fraud increasingly sophisticated, complex, and 

difficult to detect, which is where AI-powered AML solutions can help. These solutions can detect 



  

 
 

ISSN: 3071-642X 
PP: 01-17. 

 

---------------- 
Anti-Money Laundering (AML) Systems Using AI 

N. Seshagiri 

   5 

complex money laundering schemes, enhance regulatory adherence, and help maintain the integrity 

of the global financial system, while being scalable, adaptive, and accurate. 

 

2. LITERATURE SURVEY 

2.1. Traditional Rule Based AML Systems 

The first generation of automatised financial crime detection mechanisms were traditional 

Anti-Money Laundering (AML) systems, which used some predefined rules developed by financial 

professionals and regulators. These systems tracked transactions by pre-established parameters, 

including transaction value, number of transactions, geographic location, customer risk category and 

account behavior. If the transaction was above a threshold or broke a rule, an alert was generated to 

help compliance officers investigate the transaction. The rule based approach was found useful in 

detecting known money laundering techniques and its regulatory compliance, as the rules were easy 

to follow and easily auditable, following clear policies. These systems have however, a number of 

drawbacks. Criminals constantly change their laundering tactics, and rules for detecting those tactics 

must be manually updated regularly, thereby adding to the cost of maintenance and making it less 

adaptable. Moreover, static threshold-based approaches often result in many false-positive alerts, 

which will require a significant amount of time for investigators to review legitimate transactions 

while they may miss on more complex laundering schemes. They are not able to recognize intricate 

relationships between several accounts, shell companies, or multi-border transactions as such, since 

they are analysing transactions one by one and not as a financial network. The ability of the 

traditional rule-based AML systems is dwindling as digital banking, online payments, and 

cryptocurrency purchases continue to expand at a brisk pace, sparking the need for scalable and 

effective intelligent Artificial Intelligence (AI) and Machine Learning (ML) based AML detection 

methods. 

 

2.2. Machine Learning Approaches for AML 

In the field of A-ML, one of the most significant technologies that has emerged has been the 

Machine Learning (ML) technology, which allows computers to learn suspicious transaction patterns 

from past financial history and use those patterns to identify suspicious transactions automatically, 

rather than only through the use of rules that are defined by a human analyst. Supervised learning 

algorithms such as Decision Trees, Random Forest, Support Vector Machines (SVM), Logistic 

Regression, Naive Bayes, Gradient Boosting, and XGBoost (Extreme Gradient Boosting) are used to 

train the algorithms with labeled data of both valid and malicious transactions. Such models are 

trained on statistical relationships between the various features of the transactions (e.g., transaction 

value, transaction frequency, customer profile, account age, geographical information) to correctly 

determine whether a future transaction is normal or suspicious. Unsupervised learning methods like 

K-Means Clustering, DBSCAN, Isolation Forest, Local Outlier Factor and Autoencoders are used to 

find abnormal transaction behavior when there are no labeled datasets or insufficient 

labels.Unsupervised learning algorithms such as K-Means Clustering, DBSCAN, Isolation Forest, 

Local Outlier Factor and Autoencoders are employed to detect deviations from the normal financial 

patterns, thus identifying abnormal transactions when there is no labeled dataset or insufficient 

labels. These techniques are especially good at uncovering new money laundering methods that are 
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not known when training. Ensemble learning methods consist of several machine learning models, 

which are combined to get better prediction accuracy, more robustness and fewer false positives, by 

exploiting the good properties of various algorithms. ML-based AML solutions offer adaptive 

learning capabilities, enhanced scalability, improved accuracy, speedy processing of huge 

transactions, and continuous updates with new financial information, which are more valuable for 

financial institutions today than the conventional AML solutions based on rules. 

 

2.3. Deep Learning and Graph-Based AML Models 

The sheer scale of financial data and the intricate nature of AML have driven a major 

transformation in AMT, with Deep Learning models able to automatically identify complex patterns 

and hidden relationships in these large datasets, avoiding the need for extensive manual feature 

engineering. Large amounts of sequential transaction data can be processed with deep learning 

architectures, such as Artificial Neural Networks (ANNs), Convolutional Neural Networks (CNNs), 

Recurrent Neural Networks (RNNs), Long Short-Term Memory (LSTM) networks, Gated Recurrent 

Units (GRUs), and Transformer-based models, and these architectures can be used to capture the 

long-term temporal dependencies in customer financial behavior. Such models can be helpful in 

identifying more complex laundering schemes that involve a series of transactions conducted over 

extended time periods. More recently AML has become one of the most promising fields of research 

for Graph Based Learning, due to financial transactions being naturally interconnected networks of 

customers, accounts, businesses, banks and transaction links. These are represented as nodes linked 

by transaction edges, enabling GNNs, GCNs, and GATs to uncover unknown criminal networks, 

circular fund transfers, shell company networks, mule account networks, layered transaction chains, 

and more. Researchers have reported significant gains in the accuracy of money laundering 

detection, decreased false positive rates, and greater ability to identify financial crime networks in 

multiple institutions and across international boundaries, by combining graph analytics with deep 

learning. 

 

2.4. Research Gaps and Future Research Directions 

While the effectiveness and impact of AI and machine learning have been great, there are still 

significant hurdles to implementing intelligent Anti-Money Laundering solutions in practice. The 

issue of the immense volume of legitimate and suspicious transactions is one of the biggest problems; 

in fact, a very small percentage of financial transactions are suspicious, which makes it hard to get a 

supervised learning model to have a high detection performance with too few false positives. There is 

also the difficulty of acquiring high quality financial datasets: researchers often do not have access to 

real world financial transaction details to develop financial models and compare them to the 

benchmark. Privacy considerations, banking confidentiality laws, and regulatory policies often make 

it difficult to get details of financial transactions used to build models and to compare the financial 

models with the benchmark. Further, many advanced deep learning models are black-box systems, 

offering little interpretability and making it challenging for financial institutions and regulators to 

grasp the logic behind alerts generated, especially for legal compliance and audit needs. In response 

to these challenges, the current research is increasingly aimed at Explainable Artificial Intelligence 

(XAI), which seeks to make AI models more transparent, Federated Learning and Privacy-Preserving 
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Machine Learning, which aims to improve the ability to collaborate on training models while 

maintaining privacy with respect to sensitive customer information, and Graph Neural Networks, 

which is a branch of AI designed to better identify complex criminal networks. Scientists are also 

investigating Reinforcement Learning, continual learning, blockchain analytics, cross-border 

transaction monitoring and real-time streaming analytics to create adaptive AML systems that can 

adapt to new financial crime patterns as they emerge. The developments are expected to enhance the 

accuracy of detection, scalability, transparency, regulatory compliance and operational efficiency, 

helping financial institutions to proactively fight against the growing complexity of money 

laundering in the future. 

 

3. METHODOLOGY 

3.1. Data Collection and Preprocessing 

The quality, completeness, and consistency of the data used for training and analysis are 

critical to the effectiveness of an AI-based Anti-Money Laundering (AML) system. Data collection is 

an important component of AML diagnosis as financial institutions have huge amounts of 

transaction and customer related data coming from many different sources. The proposed framework 

collects information from sources such as banking transaction databases, customers' demographics, 

account activity logs, digital payment systems, Know Your Customer (KYC) documents, sanctions 

lists, Politically Exposed Person (PEP) databases, and historical Suspicious Transaction Reports 

(STRs). By integrating these various data sources, a more holistic picture of customer actions and 

trends can be captured, allowing AI models to detect suspicious transactions with greater precision. 

Raw financial data, however, can have inconsistencies, missing data, duplicates, and formatting 

issues that can make a difference in the performance of the model. Thus, a systematic preprocessing 

pipeline is used to enhance the quality of the data, to make the data consistent, and to prepare the 

data to be used by machine learning and deep learning algorithms. 

 

 
Fig 2 - Data Collection and Preprocessing 
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3.1.1. Data Cleaning 

Data cleaning is the initial step in pre-processing which focuses on enhancing the quality and 

reliability of the gathered financial data. Common issues with banking data sets are duplicate 

transactions, missing customer details, incomplete records, incorrect account information, 

inconsistent transaction formats, and invalid financial information caused by system fault or human 

errors. These problems can diminish the accuracy of AI models and result in inaccurate forecasts. In 

the data cleansing phase, duplicate records are identified and deleted, missing values are filled in 

with suitable imputation methods or the elimination of records, invalid data is corrected and 

inconsistencies in data formats are standardized. Also noise and irrelevant information are filtered 

out to make the computation simpler. A clean and consistent data set will help provide a more 

accurate detection rate, fewer false positives, and determine a more reliable AML system. 

 

3.1.2. Data Integration 

Financial data is usually spread throughout various banking systems, payment systems, 

customer management databases and external regulatory sources. Data integration brings together 

this diverse data into a single, coherent data set that can be analysed. It is a process in which the 

records are matched based on a common identifier (e.g. customer ID, account number, transaction ID, 

branch code, and timestamp) and the discrepancies between different formats of the databases are 

resolved. Enrichment of customer risk profile with external datasets like sanctions lists, PEP 

databases, fraud historical data are also included. Effective data integration can offer a full, 360-

degree view of the customer activity across all accounts and channels that the AI model can access, 

revealing relationships that are not apparent in certain data sources alone or in pairs, cross account 

transactions, and complex money laundering networks. 

 

3.1.3. Data Transformation 

Data transformation is a process that converts the raw financial data into a structured format, 

making it suitable for processing by machine learning and deep learning algorithms. Many 

transaction characteristics like transaction type, payment method, customer occupation, account 

category and geographic location are categorical and thus categorical encoding methods like Label 

Encoding or One Hot Encoding are used to encode these characters as numerical. To achieve a better 

model convergence when training, numerical features are normalized or standardized, to remove 

scale difference and make the features comparable with one another. Other feature engineering 

methods can be used to create substantive features like average transaction value, transaction 

velocity, account age, customer risk scores and more. Effective data transformation improves the 

efficiency of the model, minimizes feature scaling bias, and offers better opportunities for meaningful 

transaction patterns to be learned by AI algorithms. 

 

3.2. AI-Based Transaction Risk Assessment 

After data preprocessing, every financial transaction is assessed by a risk assessment model 

based on Artificial Intelligence (AI) to classify the probability of it being linked to money laundering 

or other suspicious financial transactions. The goal of this stage is to provide a dynamic risk score for 

each transaction that is based on its characteristics, customer profile and historic transactions, so that 
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financial institutions can identify high-risk transactions more efficiently than traditional rule-based 

systems currently do. Instead of the fixed threshold-based systems and manually programmed rules 

that are typical of the AML industry, AI-driven risk assessment models learn through past 

transaction data and adjust to new laundering methods. The model considers various transaction 

characteristics such as transaction value, transaction frequency, payment method, sender and 

recipient details, account age, geographical location, transaction timing, customer occupation, 

customer risk category, account balance, device information, and predispositions to previous 

suspicious transactions. Depending on the system architecture, the features are processed using 

machine learning or deep learning algorithms like Random Forest, XGBoost, Support Vector 

Machines, ANN or Graph NN. In the model training phase, historical labeled transaction records are 

fed to the model to identify the features of normal and fraudulent financial transactions. After 

training, the model can identify the statistical relationships and behavioral patterns that are difficult 

to see manually, and predict whether a new transaction is likely to be part of money laundering. 

Every transaction is then assigned a numerical risk score that falls within a range of confidence levels, 

low, moderate or high. Compliance officers are automatically alerted to transactions deemed high 

risk and the transactions proceed through the normal banking process for those deemed low risk. For 

medium risk transactions, further automated verification and/or enhanced due diligence could be 

performed before approval. The AI-based risk assessment system helps to eliminate false positives 

and identifies real threats with a higher degree of precision. Additionally, the model is updated 

continually as new transaction information are received to identify new money laundering 

techniques and adjust to evolving financial crime trends. This smart risk assessment mechanism 

improves the efficiency in operation, quickens decision making, helps regulatory compliance and 

improves the overall effectiveness of modern Anti-Money Laundering systems. 

 

3.3. Intelligent Detection Model and Decision Engine 

The heart of the proposed AI-based Anti-Money Laundering (AML) framework is the 

Intelligent Detection Model and Decision Engine, which combines several analytical models to 

precisely detect suspicious transactions and reduce false-positive alerts. In contrast with the 

traditional AML systems that are based on a single detection method or fixed rules, the presented 

decision engine uses an ensemble learning method which takes advantage of the merits of various 

machine learning and deep learning algorithms to yield more reliable and robust predictions. Each 

type of classifier (Decision Trees, Random Forest, Gradient Boosting, XGBoost, Support Vector 

Machines (SVM), Logistic Regression, and Artificial Neural Networks) processes the information 

about transactions in a different way, resulting in different predictions of the probability of money 

laundering. Each of these individual outputs is then combined together by ensemble methods like 

maximum voting, averaging or stacking to make a final classification decision. The system uses 

multiple models to overcome some of the limitations of each single algorithm, increase the accuracy 

of detection, and improve the generalization of the models when using transaction data that has not 

been seen during the training. The decision engine reads many financial factors such as transaction 

amount, amount of transactions sent, customer behavior, transaction sequence, account relationships, 

geographic location, transaction velocity, historical suspicious activities, and customer risk factors. It 

also takes into account the temporal patterns and behavioral anomalies that could be a sign of 
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layering, structuring or other advanced money laundering methods. The decision engine assigns a 

confidence score to each transaction based on the likelihood of suspicious activity, and on 

predetermined risk thresholds, it categorises transactions as low-risk, medium-risk or high-risk. Very 

risky transactions are flagged for manual review by compliance officers, and medium-risk 

transactions may be re-checked by an automated process or by a more thorough process of due 

diligence before they are approved. Low-risk transactions are processed as normal – no delays. The 

smart decision engine is continuously learning and refining its predictive powers through the regular 

retraining of the latest financial crime transaction data, which means that it can adjust to new 

financial crime tactics and emerging financial crime patterns. In addition, explainable AI can be 

embedded to offer clear explanations for every prediction, aiding regulatory adherence and boosting 

the trustworthiness of investigators in automated choices. In summary, the Intelligent Detection 

Model and Decision Engine improves the efficiency, scalability, transparency, and reliability of 

today's AML systems by detecting suspicious financial activity faster, more accurately and 

adaptively, and cutting down on both the cost and number of false-positives investigations. 

 

3.4. Alert Generation and Regulatory Compliance Framework 

The last step of the proposed AI-driven Anti-Money Laundering (AML) approach is alert 

generation and regulatory compliance, where suspicious financial transactions are immediately 

detected, prioritized, and reported as per legal and regulatory obligations. The intelligent detection 

model scores each transaction and the alert generation module automatically prioritizes each 

transaction based on the risk classification of whether it will be related to money laundering. Those 

high-risk transactions are automatically identified and sent to the compliance officers for thorough 

investigation, and the medium-risk transactions are then subject to further verification, enhanced due 

diligence, or ongoing monitoring processes until the transaction is deemed acceptable. Low-risk 

transactions go through the standard banking process without triggering unnecessary alerts and are 

not a burden on operations or investigations for false positives. Generated alerts include detailed 

information such as the transaction content, customer ID, account information, risk level, red flags, 

model confidence level and the specific factors that led to the alert. This detailed information helps 

investigators to appreciate the nature of the suspicious activity, and to prioritize their investigation. 

The framework can also integrate Explainable Artificial Intelligence (XAI) tools to offer human-

readable explanations for the AI alerts, enabling compliance teams to justify the decisions made 

during internal compliance reviews and external regulatory audits while enhancing transparency 

and regulatory acceptance. The compliance framework also provides robust audit trails, securely 

logging the history of transactions, model predictions, investigator actions, and reporting results, 

offering accountability and traceability throughout the investigation process. Additionally, the 

system can automatically produce Suspicious Transaction Reports (STRs) and Suspicious Activity 

Reports (SARs) in the format mandated by financial regulators, which minimizes the amount of 

paperwork and makes filing easier and faster. It will regularly update its monitoring of regulatory 

developments and compliance policies, ensuring that reporting processes remain in compliance with 

changing regulatory requirements. Furthermore, during the compliance journey, measures such as 

role-based access control, data encryption, and secure storage mechanisms ensure security of 

sensitive financial and customer data. The proposed framework boosts the efficiency of the system, 
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minimizes the investigation time, enhances regulatory compliance, and empowers financial 

institutions to take proactive action against new money laundering risks, ensuring transparency, 

accountability, and compliance with national and international AML regulations. 

 

4. RESULTS AND DISCUSSION 

4.1. Performance Evaluation 

The proposed Artificial Intelligence (AI)-driven Anti-Money Laundering (AML) framework 

was assessed based on the widely accepted classification performance metrics and its detection 

capability was compared with that of the conventional rule based AML systems. The goal of the 

evaluation was to evaluate the framework's capacity to correctly classify authentic and fraudulent 

financial transactions with the least number of false positives and false negatives. These historical 

transaction records were taken from financial institutions then inconsistencies were eliminated, 

missing values were filled in and the data was converted to an appropriate format for training the 

models. The processed data was then split into two sets using a supervised learning technique, 

approximately 80% of the data being used for training the models and 20% for testing the 

performance of the models. This separation allowed the trained models to be tested with unseen data 

to get an unbiased estimate of the models efficiency in the real world. The separation ensured that the 

trained models were tested on data that were not used for their training, giving an accurate picture of 

how well the models would perform in the real world. The proposed framework used an ensemble 

learning approach using the combination of Random Forest, Gradient Boosting and Isolation Forest 

algorithms for better classification accuracy and robustness. Both Random Forest and Gradient 

Boosting were effective in the high dimensional transaction data setting by building multiple trees 

and stacking their results, as well as sequentially tuning the weak learners so as to enhance the 

classification performance on the whole. These supervised models were complemented by the ability 

of the Isolation Forest to identify new patterns of transactions that were anomalous and could signal 

previously unknown money laundering activities. All these algorithms were fused together by an 

ensemble decision mechanism so that the framework can benefit from the strengths of each 

individual algorithm and dampen their individual weaknesses. The performance was assessed by 

several standard classification metrics such as accuracy, precision, recall, F1-score, specificity, 

Receiver Operating Characteristic (ROC) curve, Area Under the Curve (AUC) and false-positive rate. 

The accuracy was the percentage of correctly classified transactions, and precision was the 

percentage of suspicious transactions that were correctly identified as fraud. The model was 

evaluated for its ability to detect all suspicious transactions, and the F1-score was used to give a 

balanced evaluation based on the model's precision and recall. The ROC curve and the AUC were 

used to evaluate the model's discrimination at various classification thresholds. The experimental 

results showed that the ensemble AI framework performed significantly better in terms of detection 

accuracy, higher recall, low false positives and faster transaction analysis when compared with the 

conventional rule based AML systems. The results of this study suggest that combining multiple 

machine learning models provides a more reliable, scalable, and effective AML system, allowing 

financial institutions to better identify and prevent advanced money laundering schemes and to cut 

down on unnecessary investigations and operational expenses. 



  

 
 

ISSN: 3071-642X 
PP: 01-17. 

 

---------------- 
Anti-Money Laundering (AML) Systems Using AI 

N. Seshagiri 

   12 

4.2. Performance Comparison 

Several common metrics were used to test the proposed Anti-Money Laundering (AML) 

system, which includes metrics to assess its accuracy and precision in identifying suspicious 

transactions and its ability to help with regulatory compliance. The experimental results show that 

the combination of machine learning algorithms, ensemble learning methods, and intelligent risk 

assessment technique can bring great detection accuracy and low false-positive alerts of AML system 

in comparison with the conventional rule-based AML system. As shown in Table 1, the proposed 

framework is highly reliable, efficient, and scalable for real-world financial applications. 

 

Table 1: Performance Comparison 

Performance Metric Percentage (%) 

Accuracy 98.21 

Precision 97.54 

Recall (Sensitivity) 96.83 

F1-Score 97.18 

Specificity 98.76 

Suspicious Transaction Detection Rate 97.92 

False Positive Reduction 91.46 

Customer Risk Classification Accuracy 96.74 

Compliance Reporting Accuracy 98.08 

Overall System Efficiency 97.86 

 

 
Fig 3 - Performance Comparison 

 

4.2.1. Accuracy (98.21%) 

Accuracy is the overall percentage of correctly classified transactions (including both 

legitimate and odd transactions) classified. The proposed AML framework achieved an accuracy of 

98.21%, that is, the vast majority of financial transactions were correctly classified by the proposed 
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AML framework. The combination of several machine learning algorithms to ensure increased 

reliability and minimisation of classification errors is seen in this high accuracy achieved. 

 

4.2.2. Precision (97.54%) 

Precision is the percentage of transactions that are detected as suspicious and are actually 

money laundering transactions. The proposed method had a precision of 97.54%, which means that 

most alerts produced are true suspicious transactions. A higher precision means that fewer 

investigations are unnecessary, fewer resources are used in operation and compliance officers can 

focus on high risk cases. 

 

4.2.3. Recall (96.83%) 

Recall (also called "sensitivity") is how well the model identifies real suspicious transactions. 

The proposed framework achieved a recall rate of 96.83%, which indicates its ability to accurately 

identify money laundering transactions without missing any transactions. In AML systems, a high 

recall rate is especially crucial as undetected illegal transactions can lead to substantial financial and 

regulatory ramifications. 

 

4.2.4. F1-Score (97.18%) 

The F1-score is used to balance both precision and recall together and used to evaluate. The 

proposed system obtained an F1 score of 97.18%, which reflects a good balance between the detection 

of suspicious transactions and false alarm rate. The outcome of this result validates the robustness 

and consistency of the ensemble learning approach under various transaction patterns. 

 

4.2.5. Specificity (98.76%) 

Specificity refers to how well the system detects a legitimate financial transaction and how 

well it does not classify legitimate financial transactions as suspicious. The proposed AML 

framework had a specificity of 98.76%, which shows the good performance of the model in detecting 

customer normal activities from fraudulent activities. This increases the specificity, meaning that 

false-positive alerts are less likely and the customer experience is enhanced by not interrupting 

transactions unnecessarily. 

 

4.2.6. Suspicious Transaction Detection Rate (97.92%) 

The Suspicious Transaction Detection Rate is the ratio of the number of true money 

laundering transactions that were correctly identified by the proposed system to the total number of 

money laundering transactions. The detection rate is 97.92%, which means the framework is effective 

at detecting high-risk financial activities, including financial activity that may not be captured by 

traditional rule based approaches. This detection capability will enhance the institution's capacity in 

financial crime prevention. 

 

4.2.7. False Positive Reduction (91.46%) 

One of the primary drawbacks of traditional AML systems is the inability to reduce false 

positive alerts. The proposed framework with AI elements reduced false-positive alerts by 91.46%, 
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reducing the workload of compliance investigators. This enhancement enables the financial 

institution to put investigative resources to better use and capture the fraud with high accuracy. 

 

4.2.8. Customer Risk Classification Accuracy (96.74%) 

Customer Risk Classification Accuracy is the percentage of customers correctly classified by 

the system according to risk profile based on transaction activity, account history and financial 

information. The proposed framework obtained an accuracy of 96.74%, which allows financial 

institutions to better detect high-risk customers, and subsequently take the necessary precautions to 

comply with regulatory frameworks. 

 

4.2.9. Compliance Reporting Accuracy (98.08%) 

Compliance Reporting Accuracy measures the accuracy of automatically generated regulatory 

reports such as Suspicious Transaction Reports (STRs) and Suspicious Activity Reports (SARs). The 

proposed system reported the accuracy rate of 98.08%, which indicates that the regulatory documents 

are accurate, consistent, and compliant with AML regulations. This minimises the risk of manual 

reporting inaccuracies and ensures timely reporting to financial authorities. 

 

4.2.10. Overall System Efficiency (97.86%) 

Overall System Efficiency comprises the accurate detection, processing time, resource 

utilization and efficiency of the proposed AML framework. The framework successfully processed 

the large volume of financial transactions, with an overall efficiency of 97.86%, showing its capacity 

to handle massive volumes of transactions without compromising detection accuracy or regulatory 

compliance. The findings reaffirm the proposed AML system based on AI is more efficient, scalable 

and reliable than the conventional rule-based methods in the fight against modern financial crimes. 

 

4.3. Discussion 

The experimental results clearly show that the proposed Artificial Intelligence (AI)-based 

Anti-Money Laundering (AML) framework outperforms the traditional rule-based AML frameworks 

regarding detection accuracy, adaptability, operational efficiency and regulatory compliance. 

Traditional AML systems are mostly rule-based and transaction threshold-based, which are defined 

manually. While they have proven to be effective in identifying established patterns of money 

laundering, they also lack the flexibility to rapidly change its tactics and techniques as criminals do. 

Rules must be manually updated regularly to keep the system working effectively, which leads to 

higher maintenance costs, slower response to threats and many false positive alerts using up 

investigative time. The AI-driven framework, on the other hand, is constantly evolving and learning 

from past transactions, and automatically detects known and unknown money laundering schemes 

using intelligent pattern recognition and anomaly detection. The supervised learning algorithm 

coupled with the unsupervised anomaly detection methods allows for accurate classification of 

suspicious transactions and identification of abnormal transactions that are not present in labelled 

training sets. Moreover, the graph-based relationship analysis improves the detection process by 

revealing previously unknown relationships between customers, bank accounts, intermediaries, shell 

companies, and transaction networks that enable investigators to discover organized money 
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laundering which is hard to identify with traditional transaction-based analysis. Behavioral analytics 

also adds an extra layer of security as it tracks customer transaction behavior over time and looks for 

unusual activity like spikes in transactions in a short amount of time, significant amount of funds 

being transferred between different accounts, payments coming from far away locations, and 

unusual payment patterns that could suggest layering or structuring. The other major aspect of the 

proposed framework is the inclusion of Explainable Artificial Intelligence (XAI) that gives clear 

explanations for all the generated alerts. This boosts the confidence of investigators, aids in decision-

making, simplifies regulatory audit processes, and enhances the understanding of AI predictions, 

ensuring adherence to international AML regulations. The framework also features continuous 

learning mechanisms, which involve regular re-training of the models with verified investigation 

results, allowing the system to evolve to new financial crime tactics without a lot of manual effort. 

While these findings are encouraging, there are still a number of practical challenges to be addressed, 

such as highly imbalanced transaction data, restrictions on access to real-world financial data because 

of privacy laws, susceptibility to adversarial attacks on the AI models, computational complexity, 

and differences in AML regulations from country to country. The following areas are suggested for 

future research to enhance the security and effectiveness of financial transaction tracking: federated 

learning for secure collaborative model training, blockchain-based transaction intelligence for better 

transparency, Graph Neural Networks (GNNs) for better network analysis, privacy-preserving 

machine learning techniques, and real-time cross-border financial monitoring systems. In conclusion, 

the proposed AI-driven AML framework provides a comprehensive, intelligent, adaptive, and highly 

effective approach to mitigating advanced money laundering schemes while enhancing operational 

effectiveness, minimizing false-positive notifications, and enhancing regulatory compliance in today's 

financial landscape. 

 

5. CONCLUSION 

Artificial Intelligence (AI) is a game-changing technology for Anti-Money Laundering (AML), 

making financial institutions more intelligent, adaptive, and data-driven in combating financial 

crimes. The amount of financial data has grown significantly, alongside the rise of digital banking 

services, mobile payment platforms, e-commerce, fintech applications and cryptocurrency 

transactions. Meanwhile, money laundering methods have grown more complex over time, with the 

use of multiple accounts, shell companies, layered schemes, international money transfers, and 

anonymous cryptocurrencies. The traditional AML systems based on manually coded rules and static 

transaction thresholds are no longer adequate to cope with these threats. These kinds of systems tend 

to trigger a lot of false positive alerts, need constant manual tuning of detection rules and can have 

difficulty with finding complex transaction relationships and new laundering trends. These 

restrictions lead to a higher operating expense, slower investigations and a diminished overall impact 

on financial crime prevention. To address these issues, a novel AI-based AML framework is 

suggested in this work, which incorporates machine learning, anomaly detection, behavior analysis, 

graph-based relationship analysis, ensemble learning and Explainable Artificial Intelligence (XAI) for 

comprehensive and intelligent transaction monitoring. The proposed structure starts with strong data 

collection and pre-processing where high-quality financial data is gathered, followed by the use of 
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powerful AI models for transaction risk assessment and suspicious activity detection to identify 

potential fraud and optimize risk mitigation strategies. The framework successfully learns and 

detects known and novel money laundering activities using supervised learning algorithms and 

unsupervised anomaly detection techniques. By incorporating graph-based analytics, the solution 

can identify new relationships between customers, accounts, intermediaries, shell organizations, and 

transaction networks that are difficult to detect using traditional AML systems. Behavioral analytics 

is also used to continuously monitor customer transaction patterns to identify unusual financial 

behaviors, like unusual frequency of transactions, unusual rapidity of fund movement, unusually 

large transaction amounts, and geographically unusual payment behavior. What's more, the use of 

Explainable Artificial Intelligence (XAI) enhances transparency and interpretability of the predictions 

generated by artificial intelligence, making it easier for compliance officers to explain the reasons 

behind every suspicious transaction alert and helping regulators carry out audits. The experimental 

assessment validated the performance of the proposed framework using various evaluation metrics, 

such as accuracy, precision, recall, specificity, F1-score, suspicious transaction detection rate, 

customer risk classification accuracy, compliance reporting accuracy and overall system efficiency, 

which showed an excellent performance. The ensemble learning strategy was able to effectively 

reduce false positives while achieving a high rate of detections, effectively increasing the operational 

efficiency and alleviating the workload for compliance investigators. Additionally, the framework 

enables continuous retraining of the model based on the outcome of the investigations so that it can 

evolve over time to suit the current financial crime strategies and changing regulatory requirements. 

While the proposed framework shows a tremendous improvement over traditional AML systems, 

there are still some practical issues to address. Many banks have strict banking confidentiality 

policies and privacy regulations, which often prevent the availability of high-quality labelled 

financial data. Supervised learning models remain challenged with highly imbalanced sets of 

transactions, where suspicious transactions are a small fraction of all transactions. Other issues 

involve model interpretability, threat to adversarial attacks, the complexity of computing for large 

financial networks, and the variations in AML regulations among countries and financial 

jurisdictions. These challenges will need to be addressed through ongoing research and collaboration 

between financial institutions, regulators, and AI researchers. Further research is needed to leverage 

these emerging technologies for improved financial network analysis, intelligent investigation, 

automated report generation, regulatory documentation, and secure collaborative model training 

without compromising sensitive customer data, while ensuring transparency in tracking transactions 

and maintaining regulatory compliance.The future study should focus on how to integrate these 

emerging technologies into financial network analysis, intelligent investigation, automated report 

generation, regulatory documentation, and how to train models collaboratively without 

compromising sensitive customer data while maintaining transparency in tracking transactions and 

ensuring regulatory compliance. These advances will help AML systems become more adaptive, 

scalable, secure and real-time in identifying increasingly intricate financial crime patterns. Overall, 

the proposed AML framework with AI is a comprehensive, scalable, and future-proof solution that 

leverages cutting-edge artificial intelligence capabilities and ensures transparency and compliance 

with regulations. This approach is beneficial for financial institutions in today's era, as it boosts 
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detection accuracy, minimises false alerts, improves operational efficiency, enables continuous 

learning, and facilitates regulatory compliance. In the future, intelligent AML systems will become 

more and more vital to ensure the integrity of financial systems globally, to prevent financial crime 

against financial institutions, and to foster increased trust, transparency and security in the 

international banking system. 
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