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ABSTRACT 

The rapid adoption of data lakehouse architectures across multi-cloud environments offers organizations the 

scalability and flexibility needed to manage large volumes of structured and unstructured data. However, 

ensuring compliance with stringent data protection regulations such as the General Data Protection 

Regulation (GDPR) and the Health Insurance Portability and Accountability Act (HIPAA) presents 

significant challenges. This paper explores the compliance landscape for data lakehouses in multi-cloud 

deployments, identifying architectural considerations, policy requirements, and best practices necessary to 

ensure regulatory adherence. We propose a compliance framework that integrates security controls, data 

governance, and auditability tailored to both GDPR and HIPAA, while accounting for the complexity of hybrid 

and multi-cloud ecosystems. Case studies and implementation strategies are also discussed to demonstrate 

practical application. 
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1. INTRODUCTION 

1.1. Overview of Data Lakehouse Architecture 

The data lakehouse architecture has emerged as a powerful paradigm that combines the best 

features of data lakes and data warehouses. Traditional data lakes offer the scalability to store large 

volumes of raw, unstructured data, whereas data warehouses provide structured data models 

optimized for analytics and performance. A lakehouse bridges this gap by allowing transactional 

support and schema enforcement on top of a data lake. This hybrid architecture enables 

organizations to process real-time data, perform advanced analytics, and support machine learning 

workloads using a unified platform. Lakehouses leverage open table formats such as Delta Lake, 

Apache Iceberg, or Apache Hudi, enabling high performance and governance capabilities while 

maintaining flexibility in storage. This convergence provides a cost-effective solution for modern 

data-driven enterprises looking to unify data operations under a scalable, governed infrastructure. 

 

1.2. Growth of Multi-Cloud Strategies 

As enterprises increasingly rely on cloud services, multi-cloud strategies—wherein 

organizations use services from two or more cloud providers—have gained momentum. This 

approach reduces vendor lock-in, improves disaster recovery and redundancy, and enables workload 

optimization based on performance and cost. For example, an enterprise may store archival data on 

AWS S3, perform analytics using Google BigQuery, and use Azure for machine learning workloads. 

While this strategy improves agility and operational resilience, it also adds architectural complexity, 

particularly in managing data consistency, access control, and integration across cloud environments. 

When deployed within a data lakehouse context, multi-cloud strategies require robust 

interoperability, governance, and a consistent security model to ensure a unified and compliant data 

platform. 

 

1.3. Importance of Data Compliance in Modern Architectures 

The shift to cloud-native and hybrid data architectures brings increased scrutiny on how 

sensitive and personal data is stored, processed, and shared. Regulatory frameworks such as the 

European Union’s General Data Protection Regulation (GDPR) and the United States’ Health 

Insurance Portability and Accountability Act (HIPAA) impose strict requirements on data privacy, 

security, and accountability. Non-compliance can result in severe financial penalties and reputational 

damage. In data lakehouse architectures, which inherently handle large volumes of diverse and often 

sensitive data, ensuring regulatory compliance becomes crucial. Key areas of concern include data 

localization, identity management, data lifecycle control, encryption, and auditability. As such, 

integrating compliance frameworks into the foundational design of data architectures is no longer 

optional—it is a business imperative. 

 

1.4. Purpose and Scope of the Paper 

This paper aims to explore how data lakehouse architectures can be designed and 

implemented in multi-cloud environments while maintaining compliance with GDPR and HIPAA. It 

investigates the regulatory demands these laws impose, the specific challenges that arise from multi-

cloud data management, and the mechanisms by which compliance can be embedded into 



 

ISSN: 3071-5717 
PP: 01-12. 

 

---------------- 
Data Lakehouse Compliance Frameworks for Multi-Cloud Environments with a Focus on GDPR and HIPAA 

Vikram Sethi & Divya Sharma 

   3 

architectural decisions. The paper proposes a comprehensive compliance framework tailored to the 

complexities of lakehouses across cloud platforms and provides practical insights through real-world 

case studies. The objective is to provide IT architects, compliance officers, and data engineers with a 

clear path forward in navigating the convergence of modern data architectures and regulatory 

obligations. 

 

2. BACKGROUND AND REGULATORY LANDSCAPE 

2.1. Overview of GDPR and Its Core Requirements 

The General Data Protection Regulation (GDPR) is a European Union regulation that governs 

how personal data of EU residents must be handled. Enforced since May 2018, GDPR places the onus 

on organizations to ensure transparency, accountability, and security in data processing. Its key 

principles include lawfulness, fairness, and transparency; purpose limitation; data minimization; 

accuracy; storage limitation; integrity and confidentiality; and accountability. GDPR introduces 

several rights for individuals, such as the right to access, rectification, erasure (the "right to be 

forgotten"), and data portability. From a technical perspective, compliance mandates include 

implementing appropriate encryption, ensuring access controls, maintaining detailed records of data 

processing, and conducting Data Protection Impact Assessments (DPIAs) where necessary. In the 

context of a data lakehouse, these requirements affect how data is ingested, stored, queried, and 

archived across systems. 

 

2.2. Overview of HIPAA and Its Privacy/Security Rules 

The Health Insurance Portability and Accountability Act (HIPAA), enacted in the U.S. in 1996, 

establishes national standards for the protection of Protected Health Information (PHI). The two most 

relevant components are the Privacy Rule and the Security Rule. The Privacy Rule dictates how PHI 

can be accessed and disclosed, while the Security Rule sets standards for securing electronic PHI 

(ePHI). HIPAA requires administrative safeguards (such as risk analysis and workforce training), 

physical safeguards (like facility access control), and technical safeguards (including access controls, 

audit controls, integrity controls, and transmission security). For data lakehouses handling healthcare 

data, these safeguards must be tightly integrated into the platform. This includes implementing role-

based access, end-to-end encryption, audit logging, and monitoring of data movement across 

environments. 

 

2.3. Comparison of GDPR and HIPAA Compliance Requirements 

While both GDPR and HIPAA are data protection regulations, their scope, applicability, and 

specific requirements differ significantly. GDPR has a broader applicability, covering all personal 

data of EU residents, regardless of the organization’s location, while HIPAA is focused specifically on 

PHI handled by covered entities and business associates in the U.S. GDPR emphasizes data subject 

rights, consent, and data minimization, whereas HIPAA focuses more on securing access to and 

transmission of health information. Technically, both require data encryption, access controls, and 

auditability, but GDPR introduces additional challenges such as the right to be forgotten and data 

portability. When designing a compliant data lakehouse, it’s essential to harmonize the two 



 

ISSN: 3071-5717 
PP: 01-12. 

 

---------------- 
Data Lakehouse Compliance Frameworks for Multi-Cloud Environments with a Focus on GDPR and HIPAA 

Vikram Sethi & Divya Sharma 

   4 

frameworks—ensuring that mechanisms like data lineage tracking, consent management, and access 

controls are both comprehensive and flexible. 

 

2.4. Relevance of These Regulations in Multi-Cloud Data Storage and Processing 

Deploying data lakehouses in a multi-cloud setup introduces complex challenges in 

regulatory compliance. GDPR’s data localization requirements may restrict the transfer of personal 

data across geographic boundaries, necessitating fine-grained control over where data resides and is 

processed. Similarly, HIPAA requires strict control over how PHI is accessed and shared, which can 

be harder to enforce across different cloud platforms with varying security models. The heterogeneity 

of cloud-native services—each with its own implementation of encryption, identity management, and 

logging—makes unified compliance difficult. Therefore, organizations must design cross-platform 

governance policies and implement federated access controls, centralized logging, and automated 

data classification to ensure compliance is not broken by architectural fragmentation. 

 

3. DATA LAKEHOUSE IN MULTI-CLOUD ENVIRONMENTS 

3.1. Architecture and Benefits of Data Lakehouses 

The architecture of a data lakehouse blends the scalability of data lakes with the performance 

and reliability of data warehouses. This is typically achieved through a unified storage layer, often on 

cloud object stores (e.g., Amazon S3, Azure Data Lake Storage, Google Cloud Storage), combined 

with transactional metadata layers that support ACID transactions, schema enforcement, and time 

travel capabilities. Technologies such as Delta Lake, Apache Iceberg, or Hudi enable this 

functionality. The key benefit of a lakehouse is its ability to support a variety of use cases—real-time 

analytics, machine learning, business intelligence—on a single platform without requiring data 

duplication across multiple systems. It also promotes cost efficiency, flexibility, and improved data 

governance, making it an ideal solution for enterprises managing diverse data types across large 

teams and workflows. 

 

3.2. Challenges of Deploying Lakehouses across Multiple Cloud Providers 

While the benefits are compelling, implementing lakehouses across multiple cloud providers 

introduces several technical and operational challenges. These include inconsistent APIs and storage 

formats, latency and performance bottlenecks, and difficulties in managing data consistency and 

replication. For example, synchronizing metadata and schema changes across data residing in AWS 

and GCP may require custom orchestration layers. In addition, data egress costs and interoperability 

limitations between proprietary services can complicate data movement and transformation. Another 

key challenge is ensuring consistent policy enforcement—what is encrypted and access-controlled in 

one cloud may not be automatically protected in another unless explicitly configured. 

 

3.3. Interoperability, Data Movement, and Access Control Issues 

Interoperability becomes a critical concern when datasets are distributed across cloud 

environments. Differences in metadata management, storage APIs, authentication protocols, and 

compute engines can make unified access and processing cumbersome. Data movement between 

cloud environments can also lead to compliance violations if proper safeguards (e.g., encryption in 
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transit, access logging) are not enforced. Moreover, defining and managing access control across 

platforms—each with its own IAM system—introduces significant administrative overhead and 

potential for misconfiguration. Role-based access models must be federated, ideally using identity 

providers that support single sign-on and attribute-based access control (ABAC) policies, to enable 

secure and compliant cross-cloud operations. 

 

3.4. The Shared Responsibility Model across Cloud Vendors 

Cloud providers operate under a shared responsibility model, which delineates the 

responsibilities of the cloud provider and the customer. In this model, cloud vendors are responsible 

for the security of the cloud (e.g., physical security, infrastructure maintenance), while customers are 

responsible for the security in the cloud (e.g., configuring access controls, securing data, managing 

compliance). This distinction is critical in lakehouse architectures, where improper configuration of 

cloud services—such as exposing storage buckets or mismanaging encryption keys—can lead to 

severe data breaches. In multi-cloud setups, the shared responsibility model becomes even more 

complex, as organizations must understand and comply with the unique responsibilities and best 

practices of each cloud provider. Effective governance requires detailed documentation, regular 

compliance audits, and automated policy enforcement to mitigate risks associated with 

misconfiguration and oversight. 

 

4. COMPLIANCE CHALLENGES 

4.1. Data Locality and Residency Requirements 

One of the foremost compliance challenges in multi-cloud data lakehouse environments is 

adherence to data locality and residency requirements. Regulations such as the GDPR mandate that 

personal data of EU citizens be stored and processed within specific geographic regions unless 

adequate protections or legal mechanisms (like Standard Contractual Clauses) are in place. In a 

multi-cloud context, where data may flow between clouds located in different jurisdictions, ensuring 

that data remains within allowed borders becomes complex. Cloud providers often have data centers 

spread across regions, and without strict controls, sensitive data can inadvertently cross borders due 

to automated replication, failover, or data processing policies. Organizations must implement 

location-aware storage policies and utilize services that enforce geo-fencing to avoid regulatory 

violations. Moreover, ensuring data residency across dynamic workloads—especially in real-time 

processing environments—requires integrated governance mechanisms that monitor data flow and 

flag anomalies in real time. 

 

4.2. Data Classification and Tagging 

Effective compliance begins with knowing what data you have and understanding its 

sensitivity. In data lakehouse systems, which store both structured and unstructured data, classifying 

and tagging data based on its sensitivity level is critical. Classification involves identifying personal, 

sensitive, or regulated data (e.g., health records, financial data), while tagging assigns metadata that 

allows for automated policy enforcement. Without robust classification and tagging, it is nearly 

impossible to enforce access control, apply encryption, or maintain data lifecycle management. In 

multi-cloud deployments, disparate data formats and storage mechanisms make consistent tagging a 
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challenge. Moreover, cloud-native data classification tools vary in capability and terminology, which 

may lead to inconsistencies in tagging strategies. Organizations must adopt a unified taxonomy and 

leverage automated classification tools powered by machine learning to ensure consistency and 

accuracy across cloud environments. 

 

4.3. Encryption and Key Management 

Encryption is a cornerstone of data protection, ensuring that unauthorized users cannot read 

sensitive data even if they gain access to it. While most cloud providers offer native encryption-at-

rest and in-transit, managing encryption uniformly across multiple platforms introduces significant 

complexity. This challenge is further compounded by the need for effective key management—who 

generates encryption keys, where they are stored, and who has access to them. HIPAA, for instance, 

requires that encryption keys be securely managed and auditable. In a multi-cloud data lakehouse, 

this may involve using cloud provider-managed key services (such as AWS KMS, Azure Key Vault, 

or Google Cloud KMS) or implementing a centralized key management system that supports cross-

cloud integration. Inconsistent key rotation policies, access control misconfigurations, or poor 

segregation of duties can all lead to compliance violations or security breaches. 

 

4.4. Identity and Access Management (IAM) Complexities 

In a lakehouse architecture spanning multiple clouds, Identity and Access Management 

(IAM) becomes one of the most complex compliance components. Each cloud platform uses its own 

IAM model—such as AWS IAM, Azure AD, or Google IAM—which may not easily integrate with 

others. Managing user access consistently across these disparate systems is difficult, particularly 

when trying to enforce principles like least privilege and role-based access control. Furthermore, 

GDPR and HIPAA require that access to personal or health data be tightly controlled and monitored. 

A misconfigured policy in one cloud could grant excessive permissions, exposing sensitive data to 

unauthorized users. To mitigate this, organizations must implement federated identity systems and 

centralized IAM governance, possibly leveraging identity brokers or single sign-on (SSO) systems 

that standardize access policies across environments. 

 

4.5. Logging, Monitoring, and Audit Trail Management 

Both GDPR and HIPAA emphasize the importance of maintaining complete and immutable 

logs that document data access, modification, and transfer. In multi-cloud lakehouses, ensuring 

unified and comprehensive logging is a non-trivial task. Different cloud services generate logs in 

different formats, stored in different locations, and accessible through different tools. This 

fragmentation makes it difficult to maintain a cohesive audit trail, which is essential for forensic 

investigations, compliance audits, and breach response. Furthermore, retention policies, log integrity, 

and access to logging tools must be managed to avoid compliance gaps. Organizations must 

implement centralized log aggregation platforms, establish normalized schemas for log data, and use 

monitoring tools that provide visibility across cloud environments, integrating with SIEM (Security 

Information and Event Management) systems for real-time alerting and reporting. 
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4.6. Cross-Jurisdictional Legal Risks 

When data is stored or processed across multiple legal jurisdictions, organizations must 

navigate a patchwork of often-conflicting data privacy laws. For example, while GDPR emphasizes 

individual rights and strict consent mechanisms, other jurisdictions may have more lenient or 

different requirements. The use of cloud providers that replicate data across borders may 

inadvertently violate data sovereignty laws or become subject to foreign surveillance under laws 

such as the U.S. CLOUD Act. These legal uncertainties are heightened in multi-cloud architectures, 

where data movement is frequent and often automatic. Organizations must conduct regular legal risk 

assessments, involve legal counsel in architectural decisions, and maintain accurate data mapping 

and lineage to demonstrate accountability. Incorporating contractual safeguards with cloud 

providers, such as Data Processing Agreements (DPAs) and Standard Contractual Clauses (SCCs), is 

essential to manage these risks. 

 

5. PROPOSED COMPLIANCE FRAMEWORK 

5.1. Framework Components 

To address the multifaceted compliance challenges in multi-cloud data lakehouse 

environments, a holistic compliance framework is necessary. This framework should be designed to 

embed compliance into every layer of the data architecture—covering governance, security, 

automation, and auditability. It must be flexible enough to adapt to varying regulatory regimes like 

GDPR and HIPAA while being robust enough to enforce strict data controls. The framework serves 

as a blueprint that aligns technical implementation with legal and regulatory obligations, ensuring 

that compliance is a continuous, proactive process rather than a reactive checklist. 

 

5.2. Data Governance Policies 

Strong governance policies form the backbone of any compliance effort. These policies should 

define how data is collected, categorized, stored, accessed, and deleted across cloud environments. 

Data governance must include data ownership models, metadata management, data lifecycle 

policies, consent management, and retention schedules. In lakehouse architectures, policies should 

enforce schema evolution rules, control data ingestion pipelines, and prevent data silos. Importantly, 

these governance mechanisms must be codified into automated policies to prevent manual error and 

ensure repeatability across diverse cloud services. 

 

5.3. Security and Privacy Controls 

Security and privacy controls operationalize governance policies through technical 

enforcement. These controls include encryption (at-rest and in-transit), access control mechanisms, 

anomaly detection, and pseudonymization. Privacy-enhancing technologies (PETs), such as 

differential privacy or homomorphic encryption, may also be employed where appropriate. For 

GDPR, privacy-by-design must be a foundational principle, meaning privacy measures should be 

integrated into the system architecture from the outset. HIPAA mandates minimum necessary use, 

which requires controls to ensure that users can only access the specific data needed for their roles. 

Multi-cloud lakehouses must apply these controls consistently across platforms, ideally through 

security-as-code practices and centralized security orchestration. 
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5.4. Automation and Orchestration for Compliance Tasks 

Given the scale and dynamism of multi-cloud environments, manual compliance enforcement 

is impractical. Automation is critical for tasks such as data classification, access reviews, key rotation, 

and anomaly detection. Orchestration tools can help standardize compliance workflows—such as 

applying encryption policies or managing audit configurations—across clouds. This reduces the risk 

of misconfiguration and ensures that compliance measures are consistently applied. Infrastructure-

as-Code (IaC) and Policy-as-Code (PaC) practices should be adopted to codify compliance into 

CI/CD pipelines, making it easier to deploy and verify secure and compliant configurations. 

 

5.5. Auditing and Reporting Mechanisms 

To demonstrate compliance and support continuous improvement, the framework must 

include comprehensive auditing and reporting mechanisms. These should provide traceability for 

data access and changes, report on compliance posture, and generate alerts for suspicious behavior. 

Reports should be tailored for both technical and regulatory audiences—providing evidence for 

auditors and actionable insights for engineering teams. Integration with third-party SIEM and cloud-

native monitoring tools can enhance visibility and facilitate centralized audit log collection. Regular 

internal audits and compliance reviews should be built into the governance lifecycle to ensure 

policies remain effective as systems evolve. 

 

5.6. Mapping Framework Elements to GDPR and HIPAA Requirements 

Each component of the framework should be explicitly mapped to relevant GDPR and 

HIPAA provisions. For example, data minimization and retention policies fulfill GDPR Article 5 

requirements, while encryption and access controls align with HIPAA’s Security Rule. This mapping 

ensures traceability between regulatory obligations and technical implementation, facilitating audits 

and reducing the likelihood of compliance gaps. A visual compliance matrix can serve as a reference 

tool, demonstrating how each element of the architecture supports specific legal requirements. 

 

5.7. Integration with Existing Cloud-Native Compliance Tools 

Cloud platforms provide a variety of native tools that support compliance, which should be 

leveraged and integrated into the proposed framework. AWS Macie, for instance, provides 

automated data classification and anomaly detection for sensitive data. Azure Purview offers data 

cataloging and governance capabilities, while Google Cloud DLP provides inspection, masking, and 

tokenization features. By integrating these tools into orchestration pipelines, organizations can 

automate much of their compliance monitoring and remediation, thereby reducing manual overhead 

and improving reliability. Cross-cloud integration can be achieved using APIs and orchestration tools 

such as Apache Airflow or Terraform, enabling consistent policy enforcement across platforms. 

 

6. CASE STUDIES AND PRACTICAL IMPLEMENTATION 

6.1. Example 1: Healthcare Organization Leveraging Azure and AWS 

A U.S.-based healthcare provider implemented a data lakehouse architecture spanning Azure 

and AWS to unify its patient analytics and reporting infrastructure. On Azure, the organization 

utilized Azure Data Lake Storage and Synapse Analytics for structured EHR (Electronic Health 
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Record) data, while leveraging AWS S3 and Redshift for genomics research data. The architecture 

posed challenges related to HIPAA compliance, particularly around access control and audit logging. 

To address these, the organization deployed Azure AD as a federated identity provider across both 

clouds, ensuring consistent IAM policies. AWS Macie and Azure Information Protection were used to 

classify and tag PHI, while a centralized SIEM aggregated logs from both environments. Encryption 

keys were managed using AWS KMS with cross-cloud integration to Azure Key Vault. Automated 

compliance checks were run weekly using custom Terraform scripts. This dual-cloud setup allowed 

flexibility and resilience while maintaining strict compliance with HIPAA standards. 

 

6.2. Example 2: Financial Firm Operating in EU with Hybrid Cloud Lakehouse 

An EU-based financial firm adopted a hybrid cloud lakehouse architecture using on-premises 

storage for sensitive customer data and Google Cloud Platform for advanced analytics and machine 

learning. GDPR compliance was paramount, especially concerning data localization, consent 

tracking, and right-to-erasure enforcement. The firm used Apache Iceberg to manage transactional 

tables across hybrid environments, enabling schema evolution and time-travel capabilities. Data 

classification was automated using Google Cloud DLP, and all personal data was tagged with GDPR-

specific metadata. Consent management was integrated with a custom API layer that linked 

customer preferences to data access policies. The right to erasure was enforced via orchestrated 

workflows that deleted records from both cloud and on-prem environments, including metadata 

indexes. All actions were logged in a centralized audit system using ELK Stack. Regular GDPR audits 

were conducted internally, with automated reports delivered to the Data Protection Officer (DPO) 

dashboard. 

 

6.3. Tools and Strategies Used in Each Case 

Both case studies highlight the critical role of integration and automation in achieving 

compliance. Federated IAM systems were essential for maintaining consistent access control, while 

classification tools such as Macie and DLP helped identify and protect sensitive data. Infrastructure-

as-Code (IaC) tools like Terraform enabled automated policy enforcement, while orchestration tools 

like Apache Airflow managed data movement and lifecycle events. Centralized logging platforms 

ensured comprehensive audit coverage, and compliance dashboards provided real-time visibility to 

legal and IT teams alike. 

 

6.4. Lessons Learned and Mitigation of Key Risks 

These implementations revealed several key lessons. First, early integration of compliance 

considerations into architecture planning prevents costly retrofitting later. Second, cloud-native tools, 

while powerful, must be configured carefully and monitored continuously to avoid 

misconfigurations. Third, automation is critical—not just for operational efficiency, but for 

maintaining a provable compliance posture. Finally, collaboration between legal, IT, and data teams 

is vital to translate regulatory obligations into technical requirements effectively. These lessons are 

universally applicable across industries and serve as a blueprint for successful compliance in 

complex, multi-cloud lakehouse environments. 
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7. FUTURE TRENDS AND CONSIDERATIONS 

7.1. Evolving Compliance Standards and AI in Data Compliance 

The landscape of data privacy and compliance is rapidly evolving as governments and 

industry bodies introduce new regulations to keep pace with technological advancements. Laws like 

the California Consumer Privacy Act (CCPA), the Data Governance Act in the EU, and emerging AI 

governance frameworks are expanding the definition and scope of compliance obligations. In this 

dynamic regulatory environment, organizations must be agile and proactive in updating their data 

governance and security strategies. Artificial Intelligence (AI) is increasingly playing a pivotal role in 

enhancing compliance. AI-driven tools can automatically detect sensitive data, monitor user 

behavior, and even predict potential policy violations before they occur. These intelligent systems not 

only reduce human error but also allow for real-time risk assessment and policy enforcement, 

making them invaluable in complex multi-cloud environments where manual oversight is infeasible. 

The fusion of AI with regulatory compliance is set to redefine how enterprises approach data 

protection in the years ahead. 

 

7.2. Continuous Compliance Monitoring via Machine Learning 

Traditional compliance audits are periodic and retrospective, often identifying issues only 

after they have already caused harm. In contrast, continuous compliance monitoring aims to ensure 

real-time visibility and enforcement of policies across data systems. Machine learning models can be 

trained to identify anomalous behavior, unauthorized access, or misconfigurations in real time, 

triggering immediate alerts or even automated remediation. For example, a model could learn the 

typical access pattern of a user and flag any deviation that may indicate credential compromise or 

insider threats. In multi-cloud lakehouse environments, continuous monitoring powered by ML can 

unify disparate log sources, normalize data, and detect trends that would be impossible to identify 

manually. This proactive, adaptive approach to compliance not only improves data protection but 

also helps organizations stay ahead of auditors and regulators by maintaining an always-auditable 

state. 

 

7.3. Role of Zero Trust Architecture in Data Lakehouse Environments 

Zero Trust Architecture (ZTA) is increasingly recognized as a best practice for securing 

modern IT environments, including data lakehouses. The core principle of ZTA is to "never trust, 

always verify," meaning that no entity—user, device, or application—is trusted by default, even if it 

resides within the network perimeter. This philosophy is particularly important in lakehouse 

architectures deployed across multiple clouds, where traditional perimeter-based security models are 

inadequate. Implementing Zero Trust in this context involves micro-segmentation of data assets, 

strict access control based on identity, continuous verification of device and user attributes, and 

encryption of all communications. It also requires integration with identity providers, policy engines, 

and telemetry data to make real-time access decisions. By adopting ZTA, organizations can 

significantly reduce the attack surface and ensure that access to sensitive data complies with 

regulatory requirements like GDPR and HIPAA, even as cloud environments scale and evolve. 
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8. CONCLUSION 

8.1. Summary of Findings 

This paper has explored the critical intersection of data lakehouse architectures, multi-cloud 

strategies, and regulatory compliance. It began by outlining the characteristics and benefits of 

lakehouse systems and then examined the complex regulatory demands imposed by GDPR and 

HIPAA. The challenges of implementing compliant systems across multiple cloud environments—

such as managing data locality, identity, encryption, and auditability—were addressed in detail. A 

comprehensive compliance framework was proposed, integrating governance, security, automation, 

and reporting into a unified strategy. Case studies provided real-world examples of how 

organizations have successfully navigated this terrain, offering practical insights and best practices. 

 

8.2. Importance of a Unified Compliance Framework 

As data systems grow in complexity, the need for a unified compliance framework becomes 

increasingly urgent. Fragmented compliance efforts not only increase the risk of regulatory violations 

but also create operational inefficiencies and gaps in visibility. A unified framework ensures that 

compliance is built into the architecture from the ground up, enforced consistently across cloud 

platforms, and continuously monitored and updated as regulations evolve. Such a framework 

transforms compliance from a reactive burden into a strategic enabler that enhances data governance, 

strengthens security, and fosters trust with customers and regulators alike. 

 

8.3. Final Recommendations for Organizations Adopting Data Lakehouses in Multi-Cloud Setups 

Organizations considering or currently implementing data lakehouses in multi-cloud 

environments should prioritize compliance as a foundational design principle. Early investment in 

data classification, centralized IAM, and encryption strategies will pay dividends in scalability and 

audit readiness. They should leverage automation and AI to enforce policies and detect anomalies in 

real time, reducing reliance on manual intervention. Additionally, adopting Zero Trust principles 

and integrating native cloud compliance tools can enhance security while streamlining operations. 

Finally, cross-functional collaboration—between legal, IT, security, and data governance teams—is 

essential to translating regulatory requirements into technical implementations. By taking a holistic, 

forward-looking approach, organizations can build resilient, agile, and fully compliant data 

lakehouse ecosystems. 
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