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ABSTRACT

Surviving technological upheaval demands alignment of investments and operations with risk management
and maturity. Optimization-supported analysis and decision models exploit risk-aware portfolios of technology
initiatives, opportunities, and assets to accelerate enterprise adaptive capability. Decision intelligence combines
decision-making processes with the power of optimization to support informed choices. Risk-aware technology
portfolio governance requires explicit definition of decision variables, objective, constraints, evaluation metrics,
solution approach, and sources of uncertainty. Models integrating risk into performance criteria enable
technology planning amid uncertainty. Technology portfolios govern versatile analysis of capabilities and
needs, whether at the enterprise, business unit, operational area, or project group level. Rethinking operations
on the basis of risk and variability opens up opportunities for novel or more efficient solutions, especially when
supported by optimization. Adaptive decisions determine how to proceed under conditions of limited
information or in response to novelty; recognizing and acting on unanticipated novelty is a key source of
advantage. Software-enabled risk-aware adaptive portfolio governance aligns these two streams of risk-aware
decision analysis into a cohesive integration of technology and operations in response to uncertainty and
technology evolutions.
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1. INTRODUCTION
Analyses of objectives, scope, and research questions justify relevance to risk-aware governance
and adaptive operations. Stakeholders are defined, key terms explained, and a contribution and
structure outlined.

Fast-paced technological change creates disruptive business threats and opportunities. Existing
technology governance, portfolio management, product development processes, and decision analyses
often lack risk-awareness and sufficient adaptability to enable the fast and phylogenetic responses
required, resulting in missing opportunities and failing to avert strategic technology surprises.
Portfolio Governance strengthens risk-awareness and adaptability by designing appropriate decision
intelligence, incorporating optimization-driven data, models, decision variables, objectives, and
constraints, measures of risk, sources of uncertainty, data requirements, and evaluation metrics. It
develops portfolio representation, identifies and evaluates technology portfolios using natural or
condensing portfolios to reduce analysis time, and builds models that capture interdependencies
between portfolio elements, respect capacity limits, satisfy budgets, comply with regulatory and
security constraints, and meet chosen performance indicators on risk and return. Scenario and stress
testing ensures that candidate portfolios and actual technology choices are sufficiently resilient to
major sources of uncertainty and decision-makers’ risk tolerances, which align portfolios with
enterprise strategic directions while enabling adaptability to business environment changes. The
emphasis is on risk.

Table 1: Notation used in the Portfolio Optimization Formulation

Symbol Description
N Number of candidate technology investments in the portfolio
w_i Decision (allocation) weight assigned to investment i
r i Expected return / value contribution of investment i
A Risk-aversion parameter balancing return against risk
a Confidence level used in the CVaR risk measure
1 Random vector representing sources of uncertainty (scenario)
L(w,) Portfolio loss / shortfall function under scenario §
T, € Shortfall tolerance and permissible violation probability
E Uncertainty set used in the robust optimization formulation

1.1. Adaptive Enterprise Operations
Dynamic Decision-Making within Adaptive Enterprise Operations

Enterprise-level decisions are made in a multitude of dimensions, frequency, and governance
levels. Therefore, the concept of adaptive enterprise operations recognizes that decision-making cannot
simply be molded to specify every single action. Nevertheless, decisions at every level are made in the
context of a shared strategy and a dedicated governance framework. Executives require the ability to
sense changes in both the external and internal environments and guide resource allocation,
innovation, and risk profiles accordingly. In this context, technology portfolio governance also
embodies decision intelligence, providing a coherent response to changing circumstances.
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Telemetry from enterprise operations should provide information regarding the effectiveness
of current and planned portfolios. Technology portfolio investments supporting the use of predictive
data can be monitored to infer deviations from expectations, allowing re-assessment of the risk of short-
fall based on the actual fidelity of the technology under stress. In tandem with a coherent risk
assessment process for enterprise operations, portfolio planning should also be periodically re-visited
to incorporate a cycle of plan, sense, response, and monitor built upon a clear decision framework.
Equally, clear accountabilities and communication should allow appropriate actions to be taken within
the approved risk profile and capability-based budget.

Mathematical formulas:

N
max > w; r; — A-CVaRg(w)
weWw i=1 (1)

subject to the budget and non-negativity constraints

N
dwi=1, w20V
=1 2

Reliability of the portfolio under uncertainty is enforced through a chance constraint on the loss
function L(w,S):

P(Liw,é)=T1) =2 1-¢
)

Where the risk measure adopted is the Conditional Value-at-Risk (CVaR) at confidence level a, with
auxiliary variable C:

CVaRg(w) =+ 2 E[(L(w, §) — Q)]

l-a

(4)

For settings where only an uncertainty set Z (rather than a probability distribution) is available, the
robust counterpart is used instead:

max min R(w, &)
WEW EE€=

®)

Together, Egs. (1)-(5) instantiate the three stochastic-optimization variants discussed in Section
2.A — stochastic, chance-constrained, and robust optimization — within a single decision-
variable/objective/constraint structure.

2. THEORETICAL FOUNDATIONS
Decision intelligence integrates business and technology strategy, with the objective of
improving and securing an enterprise’s continuous operations. Optimized decision models empower
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decision intelligence by providing automated recommendations. Optimization under uncertainty,
multi-criteria decision analysis, and robust and stochastic optimization are three relevant branches.
The former integrates risk into decision models by measuring objective-function deviations from
desired levels of performance. The latter pair captures the decision-maker’s attitude towards risk by
specifying tolerance levels and underlies the construction of scenarios that constitute the future
operating envelope.

Risk-taking and risk-averse decision-makers pursue different objectives and will typically make
different choices. Technology portfolio governance optimal management of an enterprise’s joint
investment in technology offers a multi-objective formulation explicitly capturing technologies”
interdependencies, synergies, and competition for limited resources. Risk-aware portfolios fulfil the
decision-makers” performance-and-risk-reward trade-off preferences. Risk-aware financial portfolios
also exist, as do adaptive-operating-theatre models tailored to healthcare services. The underlying
concept is general, relevant in all service sectors characterized by the presence of scarcity, uncertainty,
and urgency.

Table 2: Risk Treatment and Applicability of Candidate Optimization Approaches

Approach Risk Treatment Best-Suited Condition
Robust optimization Minimizes worst-case performance over Data are sparse; only bounds on
an uncertainty set parameters are known
Chance-constrained Enforces a minimum probability of A reliability / compliance threshold
optimization meeting a performance target must be guaranteed
Stochastic optimization Minimizes the expected value of the A representative probability
risk/loss function distribution is available
Multi-criteria decision Balances multiple weighted objectives Several qualitative and quantitative
analysis and stakeholder preferences criteria must be reconciled

2.1. Decision Intelligence and Optimization

Decision intelligence integrates data, models, and tools to facilitate informed choices. Central
to this process is optimization a set of mathematical techniques that identify optimal solutions to
complex problems. Within optimization, optimization problems arise under uncertainty because actual
future outcomes may deviate from initial expectations. Risk-neutral optimization solutions disregard
uncertainty; risk-aware solutions utilize risk measures to incorporate the impact of uncertainty on the
decision variable(s) of interest. The references cite three stochastic optimization problem variants:
robust optimization, chance-constrained optimization, and stochastic optimization. Robust
optimization minimizes the worst-case scenario performance for the variable of interest across a set of
candidate probability distributions. Chance-constrained optimization enforces minimum success rates
based on the available information. Stochastic optimization directly minimizes the expected value of
the variable of interest. Beyond these variants, other techniques—such as multi-criteria decision
analysis combine support for subjective risk preferences with multiple performance criteria.
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The risk concepts defined in the previous section are crucial for adapting enterprise operations
to external volatility and creating business value amid this turbulence. A risk measure quantifies
uncertainty-induced throwaway aspects linked to achieving specific favorable outcomes. Many
practical decisions such as business transformation programs and large-scale technology investments
are governed by multiple objectives. High expense and long lead times prevent creating, maintaining,
and validating decision-analysis models for every major strategic decision. Data also often remain
uncertain when these decisions are made. Optimizing these high-level decisions by minimizing risk
measures while satisfying regulatory requirements and organizational tolerances and maximizing
other high-level objectives such as return or return/volatility ratios makes these principal objectives
easier to satisfy whenever data become definitive. Finally, a cyclic process of iterative refinement was
envisaged for all the core components, covering the definition of the Input data, formulation of the
technical models, solving of the resulting mathematical problems, and implementation of the decisions
across the enterprise portfolio. Such a cycle envisaged a clear connection between the identified models
and the adaptive operations framework recognized.

Table 3: Return, Risk, and Stress-Resilience of Candidate Technology Portfolios

Expected Return (%) CVaR Risk (%) Severe-Stress Index Risk Rank

P1 - Risk-averse 7.5 6.0 82 Low
P2 - Balanced 11.8 10.0 71 Medium

P3 - Risk-tolerant 14.9 15.0 58 High
Risk-neutral baseline 16.2 224 48 Highest

3. METHODOLOGICAL FRAMEWORK

To employ optimization-driven decision intelligence to enable governance of technology
portfolios in the presence of risk and uncertainty, a multi-tiered procedure was envisaged. First, a
problem formulation was specified by defining the decision variables, objectives, and constraints
underpinning the mathematical model. More precisely, individual risk measures were identified
alongside the sources of uncertainty affecting the technology portfolio. The specific data needed for
model execution were also defined, and a general indication of the solution approach and the
evaluation metrics to be adopted was proposed.

3.1. Problem Formulation

Decision problems addressed by the proposed framework can be formulated as follows. A set
of decision variables is defined to represent key decisions that ensure risk-aware governance of a
technology portfolio and adaptive enterprise operations. Objectives express the desirability of the
decisions, while constraints represent mandatory conditions that significantly impact the decisions or
the enterprise. The desirability of the decisions is quantified using risk measures, while the impact of
uncertainty on enterprise performance is described using scenario-based approaches or the
identification of worst-case conditions. The modeling of data requirements enables categorical
assessments of the availability, relevance, and quality of input data. The problem formulation takes the
form of a mathematical model structure; for example, a hierarchical structure can be applied to
portfolio-level decision problems.
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Fig 1 - Risk-Return Efficient Frontier for Candidate Technology Portfolios, with Three Selected Risk-Aware
Portfolios (P1-P3) Highlighted

Decision variables indicate key decisions affecting the risk-aware governance of a technology
portfolio and adaptive enterprise operations. The objectives express the desirability of these decisions,
while the constraints specify mandatory conditions that crucially influence them or the enterprise
performance. The desirability of the decisions is quantified by risk measures, whereas the influence of
uncertainty on enterprise performance is described through scenario-based approaches or worst-case
condition identification. Data requirements enable a categorical assessment of the availability,
relevance, and quality of input data. The formulation can take the form of a cohesive mathematical
model structure; a hierarchical structure applies to portfolio-level decision problems.
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Fig 2 - Portfolio Performance Index under Baseline and Increasingly Severe Stress Scenarios, Comparing a
Risk-Neutral and a Risk-Aware Allocation
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4. GOVERNANCE OF TECHNOLOGY PORTFOLIOS

A technology portfolio comprises technology investments, such as development projects,
technology completions acquired through mergers and acquisitions, and new technology capabilities
developed in-house (e.g., by corporate laboratories). Typically, such investments are made with a
strong anticipation of their individual and collective contributions to the positioning of the enterprise.
Nevertheless, these positions, which are largely qualitative, need to be examined using performance
indicators that can be explored quantitatively, such as analytics. These indicators must also consider
limitations on technology resources, capacity constraints (technical and human) of technology
solutions that favour the interaction of different bodies, budgets allocated to develop these capabilities,
technology policies (e.g., regulation and security) and identified technology weaknesses. Proper
examination of technology portfolios also requires that scenarios be generated for conditions of stress,
and sufficiently explored, to enable the testing of all relevant enterprise performance indicators.
Finally, the evolution of these portfolios in relation to the strategy of the enterprise must remain in
harmony with the adaptive operations of the enterprise.

When building the technology investment model, the first step involves the formulation of its
elements in a manner that permits the implementation of the constraints outlined previously (e.g.
interdependencies, capacity limitations, resources, budgets and technology capabilities under
development) and the identification of the natural performance risk-tolerance limits that the enterprise
adopts for these investments. Once the complete set of natural limits has been defined, projections of
the roles of enterprise technology investments, the natural limits for each investment and the stability
of the overall enterprise in relation to the impact of technology investments, one of the alternatives
identified clearly needs to include a portfolio approach to these investments, taking into consideration
their individual and collective stability and adaptability.

Whenever data are available, such projections should encompass the pass-fit capabilities of the
different technologies (internal and external) relative to a set of stress scenarios. Consequently, the
normal enterprise capacity for decision making, testing and exploration should enable adequate risk
effects (adverse potential responses) and opportunities (potential favourable responses) to be identified
more clearly, allowing the natural risk-tolerance limits to act as upper and lower boundaries whenever
testing enterprise technology investments.

4.1. Portfolio Representation and Constraints

Investment in an enterprise’s information technology environment is typically considered
neither optional nor luxuriously discretionary. Like other key enablers employed to deliver products
or services, technology must be maintained, sustained, expanded, and periodically refreshed.
However, the pace, scale, complexity, and cost of investment in technology cannot be ignored.
Furthermore, unlike product and service investments, these investments are not revenue-generating
in their own right, and the water-torture annual budgetary process often turns them into a set of
income-inhibiting expense lines. As a result, a governance model that achieves the investment objective
on behalf of the enterprise is essential.
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Fig 3 - Trade-Off between Expected Return and CVaR Risk as The Risk-Aversion Parameter a is Varied from
0 (Risk-Neutral) to 1 (Fully Risk-Averse)

The operations of a modern business usually rely on a vast array of interconnected information
systems and technologies. A complex and costly portfolio of systems-related capabilities is therefore
essential to ensure profitability. Not only this; risk management and compliance of these technology
portfolios must be actively monitored and controlled at all times, often through an increasingly
cumbersome set of regulatory controls. The investments required to ensure compliance and to manage
risk often restrict the funding available for business-driven upgrades and replacements of these
essential technologies and systems; hence, they must be carefully managed to ensure alignment with
the enterprise’s overall objectives. A governance model is therefore essential to ensure that an
enterprise’s technology portfolio is aligned with its corporate strategy.

5. CONCLUSION

Proposed optimization-driven decision intelligence enables risk-aware governance of
technology portfolios and supports adaptive enterprise management. The evolving decision-support
ecosystem Includes advanced methods for robust and stochastic optimization, multi-criteria decision
analysis, and decision-specific feedback loops connecting strategy with operation considerations.
Many other enterprise decisions concern operating model design and product-development
governance. Decision intelligence for these decisions will likewise benefit from the innovative marriage
of optimization and decision intelligence research streams.

Risk-aware selection and governance of technology portfolios has a significant impact on
enterprise operational performance and a larger influence on long-term health. The technology
portfolio represents a critical operational preparation capability, and its interdependencies with other
preparation capabilities are a major source of operational risk. Adaptively managing the operational
risks associated with interdependent preparation capabilities enables organizations to strike a balance
and reduce the likelihood of high-consequence operational events.
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