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ABSTRACT

Ensuring software quality is critical for the reliability, maintainability, and usability of modern software
systems. Traditional software quality assessment techniques often rely on manual reviews, static analysis, or
classical machine learning models that offer limited interpretability. This research proposes an Explainable
Machine Learning (XML)-based framework to assess software quality by integrating code metrics, defect
datasets, and advanced interpretability methods such as SHAP, LIME, and permutation importance. The study
evaluates multiple ML models — Random Forest, Gradient Boosting, XGBoost, and Neural Networks —to
predict software quality attributes including reliability, maintainability, and defect proneness. Explainability
techniques are applied to interpret model decisions, identify key quality indicators, and provide insights useful
for developers, testers, and project managers. Experimental results demonstrate that explainable ML improves
both predictive performance and decision transparency, making it suitable for practical software engineering
environments. This research highlights how combining ML with explainability techniques enhances trust,
interpretability, and actionable insights in software quality assessment.
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1. INTRODUCTION

Software quality plays a crucial role in ensuring that software products perform reliably,
efficiently, and safely across different environments and use cases. High-quality software enhances
user satisfaction, reduces maintenance cost, prevents system failures, and supports long-term project
sustainability. Despite its importance, assessing software quality remains a complex task because
quality depends on multiple factors such as code structure, design practices, testing adequacy, and
development methodologies. Traditional assessment techniques rely heavily on manual code
reviews, subjective judgments, or rule-based analysis tools that often fail to capture deeper patterns
associated with defects or maintainability issues.

One of the major challenges in traditional software quality assessment lies in its limited ability
to scale and adapt to complex, modern software systems. As software grows in size and complexity,
manual reviews become time-consuming and inconsistent, while static analysis tools may overlook
context-dependent quality indicators. Furthermore, these traditional techniques may not effectively
capture the interactions between multiple software metrics —such as complexity, coupling, cohesion,
and code churn—which often collectively determine the overall software quality. This creates a need
for more intelligent and automated approaches capable of analyzing high-dimensional datasets and
predicting potential quality problems earlier in the development cycle.

In recent years, machine learning (ML) has become increasingly popular for software quality
prediction because of its ability to learn patterns from historical project data. ML-based models can
analyze thousands of code metrics and historical defect data to predict quality attributes such as
defect proneness, maintainability, reliability, and effort estimation. These models significantly
outperform traditional rule-based or heuristic methods in terms of accuracy and efficiency. However,
their adoption in real-world software engineering settings is still limited due to concerns about their
opaque and black-box behavior.

The black-box nature of many ML models, particularly ensemble methods and neural
networks, poses a major barrier to trust and practical adoption. Developers, testers, and project
managers often hesitate to rely on predictions that cannot be explained or justified. Without clear
reasoning behind the predictions, practitioners cannot validate the model’s behavior, identify
potential biases, or understand which metrics contribute most to the software’s assessed quality. This
lack of interpretability makes ML models unsuitable for quality-critical environments where
transparency and accountability are essential.

Explainable Machine Learning (XML) addresses this problem by providing methods that
interpret and explain ML predictions in a human-understandable form. Techniques such as SHAP,
LIME, and Permutation Importance reveal the contribution of individual features to the final
prediction, thus enabling practitioners to understand why a piece of code is classified as fault-prone
or why a module is predicted to be less maintainable. Integrating explainability into software quality
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assessment can bridge the gap between ML accuracy and human trust, allowing teams to make more
informed decisions.

The main objective of this research is to develop an explainable machine learning framework
for software quality assessment, enabling accurate predictions while offering clear and interpretable
explanations for each decision. The study aims to evaluate multiple ML models, apply state-of-the-art
explainability techniques, and identify the most influential software metrics that affect software
quality. Furthermore, the study intends to investigate how explainable insights can assist developers
and project managers in identifying problematic areas and improving software design practices.

The contributions of this study include the development of an integrated Explainable ML
framework for software quality assessment, a comparative evaluation of ML models on both
predictive accuracy and interpretability, and an in-depth analysis of feature importance using
explainable AI techniques. Additionally, the research provides practical insights into how
explainability can be used to enhance decision-making during software development, reduce
technical debt, and increase trust in automated quality assessment systems.

2. LITERATURE REVIEW

Traditional software quality assessment methods primarily involve manual code reviews,
expert evaluations, and static analysis tools. Manual reviews rely on the expertise of developers or
auditors to inspect code for potential issues, but such methods are subjective and vary based on
individual skill levels. Static analysis tools automatically scan code to identify rule violations such as
code smells, structural complexity, or poor naming conventions. Although useful, these tools often
generate false positives and fail to capture deeper relationships between different software attributes.
Moreover, these traditional methods provide limited predictive capabilities, making it difficult to
foresee how current code issues may influence future quality.

Machine learning techniques have emerged as a promising solution for software quality
prediction. Early research showed that models such as decision trees, support vector machines, and
logistic regression can successfully classify code modules as defect-prone using software metrics.
Recent studies have further utilized ensemble learning methods, deep learning approaches, and
graph-based neural networks to capture complex relationships in code structures. ML models
leverage historical defect datasets, software metrics, and repository data to uncover patterns that are
often invisible to human analysis. As a result, ML-based quality prediction has gained significant
attention due to its ability to automate and improve the accuracy of defect prediction and quality
estimation.

Despite the advantages, ML models are often criticized for being black boxes that provide
predictions without offering explanations. Developers and project managers cannot easily interpret
why a model flagged a module as high-risk, nor can they understand which code metrics influenced
the prediction. This lack of transparency reduces trust in ML models and limits their adoption in
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industry. Many organizations require interpretable and auditable decisions, especially in safety-
critical domains such as healthcare, finance, and aerospace. As a result, the limitations of black-box
models have motivated researchers to explore explainability methods that can provide deeper
insights into model behavior.

Explainability in ML has gained momentum as researchers develop techniques to interpret
complex models. SHAP provides both global and local explanations based on Shapley values,
quantifying the contribution of each feature to a prediction. LIME explains individual predictions by
approximating the model locally with a simple, interpretable model. Permutation Importance
measures how much the model’s performance decreases when specific features are shuffled,
indicating their importance. Other methods, such as partial dependence plots, help visualize how
changes in individual features affect the predicted outcome. These techniques make ML models more
transparent, allowing researchers and practitioners to understand and validate the reasoning behind
predictions.

Existing work on interpretability in software engineering has primarily focused on identifying
feature importance for defect prediction or visualizing how complexity metrics influence quality.
However, most studies either focus on a single explainability technique or evaluate a limited set of
ML models. Furthermore, little research integrates multiple explainability techniques into a unified
framework for assessing and comparing model interpretability comprehensively. There is also
limited work that evaluates how explainable insights help developers make practical decisions about
code quality improvement.

The research gap lies in the need for an integrated, multi-model, and multi-explainability
approach that provides both accurate predictions and meaningful explanations for software quality
assessment. This study addresses that gap by combining several ML models with multiple
explainability techniques and conducting a detailed analysis of feature contributions to software
quality.

3. METHODOLOGY

3.1. Dataset Collection
This research utilizes datasets that include software metrics and defect information commonly
used in software engineering studies. Code metric datasets such as CK metrics, Halstead metrics, and
McCabe cyclomatic complexity provide numerical representations of internal software attributes like
coupling, cohesion, inheritance, length, and complexity. These metrics help quantify structural
properties of code that are closely related to software quality. In addition to these metric-based
datasets, defect datasets from repositories such as NASA and PROMISE include detailed records of
modules labeled as defect-prone or defect-free. Open-source projects from GitHub or Apache
repositories can also be used to extract real-world defect data through issue trackers and commit
histories. These datasets serve as the foundation for training and evaluating machine learning

models.
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3.2. Feature Engineering

Feature engineering plays a critical role in preparing the dataset for machine learning. The
collected datasets often contain inconsistent values, missing entries, or noise, which must be
addressed through preprocessing steps such as cleaning, normalization, and transformation.
Normalization ensures that all features contribute equally to model training by scaling them to a
standard range. Feature extraction involves selecting relevant software metrics or deriving new
composite metrics based on domain knowledge. Feature selection techniques such as correlation
analysis or mutual information can be employed to remove redundant or irrelevant features,
improving model performance and reducing complexity. Properly engineered features enable ML
models to learn effectively and improve prediction outcomes.

3.3. Machine Learning Models Used

The study employs a diverse set of machine learning models to evaluate their performance in
software quality assessment. Random Forest and Gradient Boosting models, including XGBoost, are
widely used ensemble learning methods capable of capturing complex relationships between
software metrics. They typically provide strong predictive accuracy due to their ability to combine
multiple decision trees. Support Vector Machines (SVM) are used for classification tasks where the
goal is to identify defect-prone modules by maximizing the margin between classes. Neural networks
are included to examine how deep learning models perform in comparison to traditional ML models,
especially in cases involving nonlinear patterns. Baseline models, such as logistic regression or simple
decision trees, are used to benchmark performance and highlight improvements achieved by more
advanced models.

3.4. Explainability Techniques Applied

Explainability techniques provide insight into how ML models arrive at their predictions.
SHAP offers both global and local explanations by calculating Shapley values that represent the
contribution of each feature to the prediction. This helps understand which metrics influence defect
proneness or maintainability. LIME explains individual predictions by generating simple surrogate
models around the prediction point, making it easier to interpret the reasoning behind specific
outputs. Permutation Importance reveals the significance of each feature by measuring how much
model performance declines when the feature values are randomly shuffled. Partial dependence
plots, if used, illustrate how variations in a single feature influence the predicted outcome while
holding other features constant. Together, these explainability tools provide a comprehensive
understanding of model behavior.

3.5. Evaluation Metrics

Model evaluation is conducted using a wide range of performance metrics to ensure a
thorough assessment of predictive capabilities. Accuracy provides an overall measure of correct
predictions, while precision and recall help evaluate how well the model identifies defect-prone
modules without generating false positives or false negatives. The Fl-score balances precision and
recall, making it suitable for datasets with class imbalance. ROC-AUC measures the model’s ability to
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distinguish between defective and non-defective modules across different thresholds. Beyond
traditional metrics, explainability evaluation considers stability and consistency of feature
importance rankings across different models and datasets. This ensures that explanations are not
only accurate but also reliable and consistent.

Table 1: Example Features / Code Metrics Used

Metric Name Type Description Expected Influence on Software
Quality
LOC (Lines of Code) Size Total lines of code in a High LOC may indicate higher
module defect probability
Cyclomatic Complexity Measures the number of Higher complexity increases
Complexity linearly independent paths maintenance difficulty
Coupling Between Coupling Number of classes a class is High coupling may reduce
Objects (CBO) coupled to maintainability
Lack of Cohesion of Cohesion Measures how related High LCOM reduces
Methods (LCOM) methods are in a class understandability and reliability
Halstead Effort Size/Complexity =~ Computed from operators  High effort may indicate complex,
and operands error-prone code
Depth of Inheritance Inheritance Depth of class in inheritance Greater depth may increase
Tree (DIT) hierarchy complexity and fault-proneness
Table 2: M1 Model Performance Comparison
Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) ROC-AUC ‘
Random Forest 92.5 91.8 90.7 91.2 0.95
XGBoost 93.1 92.3 91.5 91.9 0.96
SVM 89.7 88.5 87.9 88.2 0.91
Neural Network 91.2 90.1 89.8 89.9 0.93
Logistic Regression (Baseline) 85.4 84.7 83.5 84.1 0.88

4. PROPOSED EXPLAINABLE ML FRAMEWORK

The proposed framework integrates machine learning models with explainability techniques
to create a robust system for software quality assessment. The architecture of the system consists of
several interconnected modules, beginning with data collection and preprocessing, followed by
feature engineering, machine learning model training, and explainability layers. The design
emphasizes modularity and scalability to accommodate different datasets, programming languages,
and project sizes. A key aspect of the architecture is the inclusion of an explainability layer that sits
on top of the predictive models, ensuring that every prediction made by the ML system can be
interpreted and understood by developers and managers. This architecture provides a transparent
and comprehensive mechanism for assessing software quality beyond mere prediction accuracy.

Integration of the machine learning models with the explainability layer is achieved by
combining predictive algorithms such as Random Forest, XGBoost, and Neural Networks with post-
hoc explanation techniques including SHAP, LIME, and permutation feature importance. The ML
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models perform the core predictive task of assessing software quality metrics and identifying
potentially defect-prone modules. The explainability layer then interprets the model outputs,
revealing how individual features, such as lines of code, cyclomatic complexity, and coupling
metrics, contribute to each prediction. This integration ensures that the system not only provides
accurate predictions but also actionable insights that stakeholders can trust and apply in real-world
software development scenarios.

The workflow of the proposed system follows a structured pipeline: first, software datasets
containing metrics and defect labels are collected and preprocessed to ensure consistency and
accuracy. These datasets are then fed into machine learning models, which are trained and validated
to predict software quality attributes such as maintainability, reliability, and defect likelihood.
Following model prediction, the explainability techniques generate detailed interpretations of the
predictions, highlighting the contribution of each feature. Finally, these insights are visualized or
summarized in a manner accessible to developers, testers, and project managers, enabling informed
decision-making regarding code refactoring, testing prioritization, and quality improvements.

The proposed framework offers several benefits to various stakeholders. Developers gain
clear insights into which code metrics most strongly influence software quality, allowing them to
focus on high-risk areas and improve coding practices. Testers can prioritize modules that are
predicted to be defect-prone, optimizing testing resources and reducing overall debugging time.
Project managers and non-technical stakeholders benefit from interpretable predictions that justify
software quality assessments and support resource allocation decisions. Overall, the framework
enhances transparency, improves trust in automated assessments, and bridges the gap between
predictive accuracy and practical utility in software engineering.

5. EXPERIMENTAL RESULTS & ANALYSIS
5.1. Model Performance Comparison
The experimental evaluation involves training multiple machine learning models on selected
software quality datasets and comparing their performance using standard metrics such as accuracy,
precision, recall, Fl-score, and ROC-AUC. The results demonstrate that ensemble models like
Random Forest and XGBoost outperform simpler models in predictive accuracy, while neural
networks provide competitive performance in capturing nonlinear relationships. Baseline models
such as logistic regression serve as a reference to highlight the improvements achieved by advanced
ML techniques. Tabulated results present a clear comparison of predictive performance across all
models, demonstrating both the effectiveness of the chosen algorithms and the variability in
predictive outcomes depending on model choice and dataset characteristics.

5.2. Explainability Analysis

Explainability analysis is conducted using techniques such as SHAP and LIME to interpret the
predictions of each model. SHAP summary plots reveal the overall contribution of features across the
dataset, allowing identification of the most influential metrics such as cyclomatic complexity, lines of
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code, and coupling between objects. LIME visualizations provide local explanations for individual
modules, showing how feature values influence predictions for specific instances. This analysis helps
in identifying critical areas of code that are likely to impact software quality and provides intuitive
insights into the reasoning behind each model decision. The combined interpretability analysis
ensures that stakeholders understand not only which modules are at risk but also why these
predictions were made, bridging the gap between model output and practical decision-making.

5.3. Case Study / Example

To demonstrate practical applicability, the explainable ML framework is applied to a real
open-source project such as Eclipse or Apache Commons. Selected modules are analyzed using the
trained ML models, and predictions regarding defect likelihood are generated. Subsequently, SHAP
and LIME are used to interpret these predictions, revealing which specific code metrics contribute to
higher risk. For instance, a module with high cyclomatic complexity and low cohesion may be
flagged as defect-prone, with the explanations highlighting these contributing features. This case
study illustrates how the framework can be utilized in actual software engineering projects,
providing actionable insights and validating the effectiveness of integrating ML with explainability.

6. DISCUSSION

The insights gained from integrating explainable ML into software quality assessment are
multifaceted. First, the analysis identifies which code metrics consistently influence software quality
across different projects, providing actionable guidelines for developers. Comparing the results with
previous works shows that explainable ML not only matches or exceeds traditional ML models in
prediction accuracy but also adds interpretability, which is often overlooked in earlier research. The
study demonstrates that explainability significantly impacts the software development lifecycle by
enabling more informed decisions regarding testing priorities, refactoring needs, and risk mitigation.
Moreover, explainability helps non-technical stakeholders such as project managers and quality
assurance teams understand the rationale behind model predictions, fostering trust and facilitating
better planning and communication. Overall, the discussion emphasizes how explainable ML
enhances both predictive performance and practical usability in software engineering environments.

7. CONCLUSION

In conclusion, this study presents a novel framework for software quality assessment that
combines machine learning with explainability techniques. The findings indicate that ensemble
models such as Random Forest and XGBoost provide high predictive accuracy, while SHAP and
LIME enhance interpretability, allowing stakeholders to understand and trust model outputs. The
contributions of this research include a comprehensive explainable ML framework, a comparative
evaluation of models, and actionable insights into key software metrics affecting quality.
Explainability is shown to be essential for bridging the gap between automated prediction and
practical decision-making in software engineering. Future research directions include integrating
deep learning models with advanced explainability techniques, developing automated dashboards
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for real-time quality assessment, and applying the framework in DevOps pipelines to support
continuous software improvement.
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